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Network testbeds...

.. provide a network environment where reproducible
tests can be run

.. are used by researchers to evaluate their innovations
IN a controlled setting

.. are often built out of a combination of prototypes
and real systems
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Principles

Openness - relying whenever possible on open source hardware
and software

Programmability - fully configurable, with flexible network
mMmanagement

Componentization - open APIs, containerized, cloud-native

Interoperability — multi-vendor and interoperable with other
testbeds, indoor and outdoor
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Indoor and outdoor
experimentation

End-to-end open-source
hardware and software

End-to-end closed-loop O-

RAN experimentation \H\

>  Al/ML Server, AN \\
SMO/Non-RT-RIC, \
Near-RT-RIC, RAN, UE N

End-to-end 5G NSA and 5G
SA

> Core, eNB/gNB, UE
28GChz mmWave RU

Operates under FCC
Experimental License

Available CBRS Priority
Access License (3.5Ghz -
3.7GHz)
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The timing for 6G

Introduction of Launch of
Analog Text Mobile and Wireless | Cloud, IP and Truly Unlimited
Telecommunications | Messaging Internet Connection Mobile Broadband Data Capacity

= & 0 D |

1979 1991 1998 2008 2019

N\ fia: 2023-2025: 2025-2028: 2029+:
6 G 20202022 vision Requirements Standards Deployment
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What will 6G bring? (still evolving...)

P No of devices
Connectivity (——5——)

User data rate (Gbps) Spectrum sha ring

Latency (ms)

Al-native
Traffic capacity (°5°) |/ ¥ Reliability
Integrated
: communications
and sensing
Peak data rate (Thps) e * Mobility (Km/hr)
v
603 requireEt Position accuracy (m) (.“)

S0 requirement
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XG testbed is 6G-ready

O SRS

SOFTWARE RADIO SYSTEMS

OPEN AIR

INTERFACE
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NN N X

VT/CCI joined the NextG Alliance in 2021

Transitioning our research into the
standardization and commercialization
process for 6G

Full (open-source) end-to-end system
srsRAN 5G stack

OAl functionality

Integrating commercial systems



| et's talk about ORAN...

cyberinitiative.org

What is the motivation behind
ORAN??

What exactly is "open"?

What are some of the challenges?

What does the US CHIPS and
Science Act have to do with it?



XG testbed Is one of the first to

support ORAN
v' VT/CCI joined the ORAN Alliance in 2021

o RA N v Our researchers participate in the

L A N C E working groups

OPEN .
O T v In 2023, we were designated an OTIC

O INTEGRATION v' Only 7inthe US and 19 around the
CENTRE world
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XG testbed OTIC

Vision: to serve as a center of excellence,
research and development, and innovation
in the Washington, DC area to accelerate
end-to-end ORAN deployment and testing

Partners: AT&T, Verizon, and dish
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Key testbed components

Hardware

I I Open-source

|

@ n & AcumosAl ORAN

SDR SRSRAN  openstack aveew ||
Ettus 0 ? <‘f T J ", “ % kafka &Qﬁf:
s1Lé

€

@]

Open
l “standards”

Opaen Network Operating System o”nsss x@
’m m LEARIML = .
Yreel Rel. 15,16,17
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The Indoor testbed site
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Indoors

32'x 29 2D radio
grid

72 SDRs
Over-The-Air

FCC Experimental
License
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| et's talk about CBRS...

C! e Why share spectrum?

Shared spectrum. Expanded opportunities. What is a Spectrum Access System
(SAS)?

How does sharing work in CBRS?

Why would a university hold a
spectrum license?
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Outdoors

CBRS priority access
license (PAL)

1.5-mile corridor

Dual use for research
and production
OpenSAS

FCC experimental
license
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O-RAN security
Spectrum sharing
End-to-end Network slicing

Open-source Spectrum Access
System (SAS)

SAS security
W iFi priority access

Autonomy and intelligence in
the computing continuum

Distributed Near-RT-RIC

cyberinitiative.org

VNF security & multi-site
orchestration

O-RAN end-to-end integration
and interoperability

rApp and xApp development
and orchestration

mmMWave intelligent
beamforming management



NTIA Wireless Innovation Fund

Funding Amount Project Title and Description

PRESIENT B $42M = Acceleration of Comypatibility and
INVasETr\!{::TN | = Commercialization for Open RAN
. “ ATE&T Deployments (ACCoRD)
. $2M o Enhancing O-RAN Systems
Booz | Allen | Hamilton Against Sophisticated Attacks
$2M VIRGINIA Learning-Based ORAN Testing
$2M Al Enabled Efficient Testing and
ﬁ Evaluation for RU, DU, and CU
ERIVER: T2 Components of 5G RAN
$2M S A Holistic Cybersecurity
VI~ Tech Framework for 5G RAN
$2M Digital Twin to Predict System
Cirrus360 Failures
U.S. Commerce Secretary Gina Raimondo at T&E VIRGINIA Dﬁfsm‘ﬁ
19 cyberinitiative.org award announcement at CCl Hub (2024) Lo UNIVERSITY



A personal learning journey...

Testbeds are a pain in the neck

But they add an important level of credibility to R&D ideas

They also alert you to research questions that you were not aware of

And they are a tremendous workforce development tool
(students!)
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Control-Loop Software System Design

Network Intelligence-
as-a-Service (NlaaS)

Closed-Loop Automation with an
Open and Extensible Al/ML

O RIC Dashboard
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XAPP CATALOG RIC CONTROL
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XApps

L ONAP

L ‘ OPEN NETWORK AUTOMATION PLATFORM

PORTAL

Control Framework

Analytics

e redis ‘mongoDB.,

Load
Distribution
Traffic
Steering
QoS
Optimization
KPI
Monitoring
Load Balance
KPI Prediction
VNF Anomaly
Detection
VNF UE
Monitoring
VNF
Placement

Near-RT- RIC

0O,

Metrics, Logs, Triggers Metrics, Logs, Triggers AMF Commonwealth

‘“’ Cyber Initiative

= Prometheus -!-Prometheus
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CBRS Private Network Components

« EPC - Evolved Packet Core (Athonet)

» Authenticates subscribers (SIM)
« Core network functionality - gateway, segmentation, QoS, enforces policies
« User mobility management

« CBSD'’s - Citizens Broadband Service Device (Airspan)
« Category B - outdoors

« SAS - Spectrum Access System (Federated Wireless)
 Client devices
» Media convertors to replace existing carrier connectivity



CBRS Experimental Network

Main Components
SDR-based CBSD base station

(srsRAN TDD mode) RF
. Frontend
N310 | TBD??

Small-factor computer (Intel NUC)

RF front-end (filter, LNA, PA)
CommScope antenna VVSSP-360S-F

OpenSAS

open source SAS for outdoor experimentation
OpenSAS-to-FDSAS communication via Proxy (To be implemented)

Edge Computing

Small-factor computer with GPU

Others

12 ports SDN-enabled switch
OpenStack cloud environment located at CCIl Hub Arlington




SDR-Prototype CBRS Antenna: Commscope VVSSP- o
360S-F iy

® 1 x 10-port Commscope VVSSP-360S-F multi-band

CBRS Ports

® 360 horizontal beamwidth, ~20 degree vertical

¢ 8.2 dBi gain from 2.3 - 2.69 GHz

e 4.9 dBi gain from 3.4 - 3.8 GHz

¢ 4-port MIMO-capable Cellular elements (1695 - 2690 MHz)
e 4-port MIMO-capable CBRS elements (3400 - 3800 MHz)

e 2-port 5 GHz elements (5150 - 5925 MHz)

¢ Specifications Website

Commonwealth
Cyber Initiative

cyberinitiative.org
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Washington DC/Northern Virginia OTIC: Site Connection

Washington DC Site«—284miles_, Blgcksburg VA Site

Radio Network & Core Network

Stroubles Creek Network

100Gbps 100Gbps F—TMISB_T
17
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Switch witch .
r i i Dynamic IP from Vlan10
[ ‘ | 1 ’ . If openvpnis there : tun ip
Ay Ay L P AT A VM f USRP IP
Al —
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IBM Storage
DGX2 DGX2 Internet
| ]‘
l e
A4 3
Dpenstadk Dynamic: 192.168.x.y : Wireles) Router
.............. ; o 3
DHCP | VPN DNS
l vlan11 : }{ I_a
Block storage Controller
X ¢ . static: 10.0.0.x &
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O-RAN Activities
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Al/ML driven End-to-End control loop for O-RAN 2

Firstresponder &5

.

MWC 2022, Las Vegas

[2] Jaswanth S. R. Mallu, Joao F. Santos, Aloizio P. da Silva, Prateek Sethi, Vikas Radhakrishnan, Luiz DaSilva, “Al/ML Data-
driven Control Loop for Managing O-RAN SDR-based RANSs,” IEEE INFOCOM Demo, New York, USA, 17 - 20 May 2023.

Commonwealth
Cyber Initiative
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Enabling End-to-End Open RAN Experimentation

QRAN
Testing: Resource Allocation in SDR-Based 5G
Network 7 =

ORAN

@L EARIML ];:lel?]EMLd
Non-RT RIC T
= = = = = Training data = = = =
-Inference data = =

broker
(influxDB v

rAPP [ Model catalogue j mE O re;ifggg
Inference ! ; - - R i
VES [ML model training e Ing k- : =
\collector A1 adapter 1 ' S % v =
A1 (policy) ‘ Trained model ==
Near RT RIC Near-RT RIC Fepo- 7
APP Trained model R
1 oc / \ \ Commonwealth
ML training host { = { L |V Cybernitiative
E2/gRPC o
G,, SRSRAN (UELD cliat , :
© openses G pRO{ECT ((( ))) o S : e
\\; ‘,I

MWC 2023, Las Vegas

e

Copyright © by the O-RAN ALLIANCE e.V.



Commonwealth
Cyber Initiative

Available at : https://www.virtualexhibition.o-ran.org/classic/generation/2023/category/open-ran-demonstrations/sub/open-source/326

cyberinitiative.org

Closing the Loop for End-to-end O-RAN: RAN
Management using Near- and Non-Real Time RICs
(Demo)

Jaswanth Sai Reddy Mallu*
jaswanthsaireddy@vt.edu

MS, Computer Engineering
Graduate Research Assistant
Commonwealth Cyber Initiative
Virginia Tech

Prateek Sethi*
prateek20@vt.edu

MS, Computer Engineering
Graduate Research Assistant
Commonwealth Cyber Initiative
Virginia Tech

Tapan Bhatnagar*
tapanb@vt.edu

MS, Computer Science
Graduate Research Assistant
Commonwealth Cyber Initiative
Virginia Tech

MWC 2023, Shangai

© All Copyrights Reserved to Commonwealth Cyber Initiative xG Testbed

Vikas Krishnan Radhakrishnan*

vikaskrishnan@uvt.edu

MS, Computer Engineering
Graduate Research Assistant
Commonwealth Cyber Initiative
Virginia Tech

*Advised by Dr. Aloizio DaSilva (aloiziops@vt.edu), Director of xG testbed, Commonwealth Cyber Initiative, ArlinatonMA - -
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Orchestrating E2 DoS Attack

Commonwealth
Cyber Initiative

Work Presented and Results Discussed at WG11 (SFG) plenary call May 17t, 2023

Proof-of-concept DoS attack workflow on the experimental setup

cyberinitiative.org
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Sequence workflow for a
Signaling Storm DoS attack

. )
(1)E2 SETUP REQUEST ((;' SRS Near-RTRIC
NexRAN xApp [€—> 1< ZJ) RAN xApps
j RMR |EZ2 . .
/ E2 SETUP RESPONSE Genuine Compromised
Enable closed-loop @ SETU SPONS | E2 4G LTE ‘ xA[:p’ ‘ E2 Terminator E2 Node E2 Node
RAN slicing usin . RAN Stack
1E2 SETUP completed successfully with xApp subscriptions
@ g g E2/ T @RIC Subscription Agent
KPM and custom SUB < > @ to|different E2 Nodes
NexRAN E2SMs E Loop until E2 connection breaks = ‘ ‘ ). ).
_ MI1©@ R ®E2 SETUP REQUEST
O'RAN ‘—g A E2 (Volumetric DoS Attack) E2 Nod 25r2r2‘;$$e20$2fa?iysed
A L L 1 A M 13 1 O e . age . A
o | N e M [T @z serue response S vomone EoAe Samaing o || e salns
Near—RT R|C N | > DOS AttaCker on the E2 Terminator
A o RIC INDICATION (Flood .
t N 1< @ ( ) (Slmulator) 3 Flogd of RIC INDICATION Messages
Measure E2 signaling G i A Signaling storm on E2 interface ! Y
E2 Terminator drops all unsolicited
@ latency between xApp E f Degraded E2 Signalin Legitimate signaling 4 RIC INDICATION messages
& RAN using RC E2SM y | T g gnafing E2 Agent B P .
R latencies for all E2 Nodes attempts extra processing burden | (€
. . O connected to the RIC E2 :
Latency Monltorlng RMR '( | reconnection to 5 Increased E2AP signaling latencies Degraded service
YA R @SCTP ABORT or E2 Agent Near-RT RIC asl @ |  €-moprmmmmmmmmmmme oot »| | toallconencted
PP Terminator Crash/Restart shown in @ Sl
\ Trigger DoS alert if latency > threshold )
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NTIA NOFO Award
e Prime: AT&T and Verizon
e Create an Open RAN T&E / R&D Center with a

satellite hub in the Washington DC metro area

Deployment and Operation)
» POTOMAC (Platform for O-RAN Testing,
Orchestration, and Management with Al Contro
v Located at CCl xG Testbed and OTIC

cyberinitiative.org

Acceleration of Compatibility and Commercialization x
for Open RAN Deployments (ACCoRD)

(> aid ’nl(
)

<
£
[}
Q
% &

» DORADO (Diagnostics for Open RAN Accelera

MNO Consortium (Collaborators) The ACCoRD T&E framework National Labs and Academia
(Testing & Standardization) influences / facilitates: (Neutral Host Labs)
« Standards enforcement —s
(@) « Vendor Selection INIL  dao Naionc' Laboralory
A + Test Methodology o
US. Labs 0 £~
- st Ky
* OEM Certification b et
(( )) Reliance * DoD Implementation iy
= Scalabilty f/‘\‘«
A N
Platform For Advanced
Int’l. Labs d ACCoRD HQ Wireless Research
(Future) (Governance & Direction)
\ ocomo Dallas Corp. Offices ‘
Stmdards (Lab- UT Dallas) v
De;.- %oordlnahon - 4 =
= 5 =
Sl L8 = verizon’ /éy S vertzon’
WIF Partners / Subcontractors & 7 . ‘AT&T S8 f’ Z AT&T
(Testing Support) N &~ .
- § T r——— | i
S g+« » S~ = 4 Academia
- e N (Neutral
%" Host Testing)
i Y POTOMAC HQ
- Academia (Testing / Standardization)
Test i (Neutral D.C. Area
Vendors 1 | Host Testing) (Lab - VA Tech)
:
v
usG ACCOoRD = Acceleration of Compatibility and
(Public - Private Partnership) Commercialization for Open RAN
(Describes partnership for T&E Framework)
DORADO = Diagnostics for Open RAN Accelerated
Ig:ml P'°f”s'°"" @ Deployment & Operation (UT-Dallas Join Test Fasilly)
Base N POTOMAC = Platform for O-RAN Testing, Orchestration &
Management with Al Control (VA Tech Joint Test Facility)
|_ 1-KQTGHAG - 001j
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Acceleration of Compatibility and X
Commercialization for Open RAN
Deployments (ACCoRD)

POTOMAC in the Washington DC metro area addresses the following objectives:

Provide a testbed to support T&E activities required by NTIA in a manner that is
consistent with heightened security requirements;

Demonstrate progress towards NTIA T&E goals in confidence (privately) as well as
via exhibitions and workshops open to the public;

Serve as the nucleus for the Cloudified Federated Lab as a Service model,;

Provide coordination and technical support for Neutral Host Facilities.

33
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Acceleration of Compatibility and Commercialization :x...*
3 > J
for Open RAN Deployments (ACCoRD) a1
! When the O-RU is the Device Under Test (OUT), there is Test Equipment, RU ("TER”) that is used to connect to the DUT, run the test and O-DU DUT Combined O-CU+0-DU DUT
evaluate the test result.
The Test Equipment, RU ("TER") provides everything needed to et Eaipment- 00 (TE0) s | 2 1 e Se—— T
operate the test, inchuding: Emuiator 0cU | Emulator Emulator | Emulator |
Emulator NSA NSA
* M-Plane commands 1o coliect O-RU capabeites and configure g wevs=ed x --.‘--J
o i I
= Synchronzation via G 82751 (Mandatory for O-RU) Fronthaul Connection 1 NGSA o NG(SA or
* C-Piane and U-Plane data flow 10 e ORU Ewb:.:ltRU OUT=ORY rost o N o SI(NSA)  S1NSA)
« Collection RF encegy 1 determine e O-RU reacted comectly o (TER) RF Connection or contig [+ exs o conia [ eus *our ™
the DL C-Plane and U-Plane data Antenna Array(s) Fronthaul Connection Fronthau Connechon
« Radkabon of RF energy 10 be recenved by the O-RU (note thes could = ==y
be actually radsated, or conveyed Brough multiple RF — o~
e —~ Ve e e
st e oty
or RF conneciors rearomo. o | | 1HQTGHAG - 004 |
Device under Test = O-RU; Device under Test = O-DU or Combined O-CU + O-DU
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