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Gartner Cybersecurity Mesh Architecture (CSMA)
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Fortinet Security Fabric

Cybersecurity Fabric Approach
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Fortinet Security Fabric

The industry’s highest-performing

integrated

FET

Secure
Networking

FortiGate
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

Secure SD-WAN
Application-centric, scalable, and
Secure SD-WAN with NGFW

FortiExtender
Extend scalable and resilient
LTE and LAN connectivity

FortiAP
Protect LAN Edge deployments
with wireless connectivity

FortiSwitch
Deliver security, performance,
and manageable access to data

FortiProxy
Enforce internet compliance
and granular application control

Fortilsolator
Maintain an “air-gap” between
browser and web content

FortiFone
Robust IP Phone array w/ key
dedication and HD Audio

FortiVoice
All-inclusive enterprise-class
communication management

FortiCamera
Centrally-managed HDTV-quality
security coverage reliability

FortiRecorder
Agnostic camera recorder with
flexible network integration

o

Application
Security

FortiGate VM
NGFW w/ SOC acceleration and
industry-leading secure SD-WAN

FortiDDoS
Machine-learning quickly inspects
traffic at layers 3, 4, and 7

FortiCNP
Secure cloud workloads with
integrated cloud-native protection

FortiDevSec
Continuous application security
testing in CI/CD pipelines

Fortiweb
Prevent web application attacks
against critical web assets

FortiADC
Application-aware intelligence for
distribution of application traffic

FortiGSLB Cloud
Ensure business continuity during
unexpected network downtime

FortiMail
Secure mail gateway to protect
against SPAM and virus attacks

FortiCASB

Prevent misconfigurations of
Saas applications and meet
compliance

FortiDAST

Automated black-box security
testing of production web apps

FortiGate CNF
Enterprise-grade protection on
AWS Cloud-Native Firewall

FortiFlex
Scale and adapt with on-demand
access to cloud security products

User &
Device Security

FortiSASE
Scalable, Simple, and Secure
Access for Remote Workforce

FortiNAC
Enforce dynamic network access
control and network segmentation

ZTA Agent
Remote access, application
access, and risk reduction

FortiAuthenticator
Identify users wherever they are
and enforce strong authentication

FortiToken
One-time password application
with push notification

FortiClient Fabric Agent
IPSec and SSL VPN tunnel,
endpoint telemetry and more

FortiGuest
Simplified guest access, BYOD,
and policy management

FortiPAM

Control & monitoring of privileged
accounts, processes, and
systems

Fabric Management
Center: NOC

FortiManager
Centralized management of your
Fortinet security infrastructure

FortiGate Cloud
SaaS w/ zero touch deployment,
configuration, and management

FortiMonitor
Analysis tool to provide NOC and
SOC monitoring capabilities

FortiAlOps
Network inspection to rapidly
analyze, enable, and correlate

FortiExtender Cloud
Deploy, manage, and customize
LTE internet access

FNDN

Exclusive developer community
for access to advanced tools &
scripts

o
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Free Assessments
Validate existing network controls
for NGFW, Email, and SD-WAN

FortioS
The Heart of the Fortinet Security
Fabric for consistent management

Gartner

The most current Magic Quadrant
Reports are available for
download

i)
-

oo
-1

Open
Ecosystem

The industry’s most extensive
ecosystem of integrated solutions

Fabric Connectors
Fortinet-developed

DevOps Tools & Scripts
Fortinet & community-driven
Fabric API Integrations
Partner-led

Extended Ecosystem
Threat sharing w/ tech vendors

Fabric Management
Center: SOC

FortiDeceptor
Discover active attackers inside
with decoy assets

FortiNDR
Accelerate mitigation of evolving
threats and threat investigation

FortiEDR
Automated protection and
orchestrated incident response

FortiSandbox

Secure virtual runtime
environment to expose unknown
threats

FortiAnalyzer
Correlation, reporting, and log
management in Security Fabric

FortiSIEM
Integrated security, performance,
and availability monitoring

FortiSOAR
Automated security operations,
analytics, and response

FortiXDR
Cross-platform forensics that
provides automated response

FortiTester
Network performance testing and
breach attack simulation (BAS)

SOC-as-a-Service
Continuous awareness and
control of events, alerts, and
threats

Incident Readiness Service
Digital forensic analysis,

response, containment, and
guidance

Revised November 2, 2023

FortiCare
Support Services

FortiCare Essentials
Base-level service, limited support

FortiCare Premium*
24x7x365 w/ response SLAs

FortiCare Elite**
Enhanced SLAs and issue resolution

FortiConverter
Migrate legacy firewall
configuration to the latest FortiOS

FortiCare Premium is formerly 24x7 Support.
Lower support price for Switches and APs

Response time for High Priorty tickets

Available for FortiGate, FortiManager,

FortiAnalyzer, and FortiSwitch, and FortiAP.

FortiGuard
Threat Intelligence

Powered by FortiGuard Labs

FortiRecon

-__3' Digital Risk Protection Service to

mitigate credible security threats
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Convergéncia

entre redes e e
CONVERGENCIA

S eguranga Convergir Redes para Redes Seguras para

gerir conteudos, aplicacdes, usuarios,
dispositivos, dados e localizagdes.

FORTIOS | FORTIASIC
Simplifiqgue e automatize o gerenciamento seguro com FortiOS, integrando 30+
funcbes de rede e seguranca, alavancando o FortiASIC para melhorar
performance, baixar custos e reduzir consume de energia.
OT, loT, Segmentation Al-Driven

Unified SASE

FEEL Edge Security , ZTNA SecOps




@ D) convergéncia de Redes e Seguranca

Requisitos Institucionais Convergéncia Maior ROI & Menor TCO

NGFW »
%] Uma Console
Wireless <<(O)>>
—
¢ Uma Configuragao
Switching :><:
Menos Licengas
Operagdes
NAC Simplificadas
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Fortinet Security — Defesa em MﬁltiplaszRW

Camadas

Pontos Chave

Erl A Automacao em Fabric melhora
O g O

Escalavel Ca . |
-J eficiéncia operacional

@ Visibilidade e Controle = Arquitetura
de todos os usuarios e dispositivos Simplificada e Gerenciada

Seguranca consistente para toda a

—D Postura de Seguranca Consistente
: ¢ borda com suporte da IA
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Deteccgao de Anomalias de Agente de |IA
Ameacgas Comportamento para NOC e SOC

\u_y

Ataques sofisticados e de BAD — Behavioral Anomaly edes Auto idas Agente de |A Generativa
Dia-Zero, IA e ML para Detection - Aplicando IA e Auto-reparaveis para respostas

treinar continuamente os analiticos avangados para R s e e compreensivas, autbnomas,
modelos e melhorar a pontuacdo baseada em TP coordenadas e para aliviar
precisdo e a velocidade na risco e detecgado de SRy a carga nos times de
detecgdo de ameagas. comportamentos anormais. 8 g seguranca da casa.

O Protect
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Security for Al infrastructure




FortiGuard Al-powered Security Services

FortiGuard Al-powered Security Services

@@ Q00O 000 OO0

Integrado aos NGFWs FortiGate e em todo o amplo portfélio da Fortinet

Protege Contra Ameacgas Conhecidas, Desconhecidas, de Dia-Zero e Emergentes baseadas em IA
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Email Files Access Network Web Applications
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Ransomware 0-Day Known Unknown Impersonation



Usando IA Generativa para um SecOps ProatiWwdR i

= == C>o .
== Interpretar, Avaliar,
Redugdo de Carga Z_—:°\\/ Recomendar
Carga de Operagdes de Seguranga ::///— O  Interpretar eventos de
segurancga

* Gerar resumos
* Avaliar potenciais impactos
* Recomendagdes de remediagao

e L 11 N\
E—c"\ Criacdo de Elementos
| I—
Simplificando o Uso mEmmmn oo | COmplexos
das Plataformas \_L/ [_:_. * Queries de Bancos de Dados

Prompts de Linguagem Natural * Reports
* Manuseio de Eventos

* Regras de detec¢dao em SIEM



+ More Coming soon

Agentes de IA para NOC e SOC

FortiAI Agent agiliza operagdes,

o

Gl

fortalece a seguranca e reduz atividaies m;[nuais

Assist

levaraging ft=s unified
logs, alurts, Wwlemetry,
and platform-wide
intelligence to monitor
and analyze alerts and
mitigats Incidents
poworing Al-assisiad
triage, Investigation,
and threat response,
Ability to use natural
Innguage and voice-
to-text to generate
complex database
queries and report
crestion—helping
analysts simplify
oparations, detect
fastor, and respond
marter, afl from a

Times que estédo usando |A para apoiar seus analistas, sdo mais eficientes que seus pares

* FortiALAssist can
automatically interpret
socurity ovents,
genarating 3 detalied
summary, potentipl
impact, and
mmaediation
recommaendations
Analysts can also
query FortiAl-Assist in
naturs! lshguage 1o
croate complex
datadase quodies,
bulld rich reports, and
exocute many product
functions. FortiAl
Ansist help during
typical warkflow
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FortiSOAR

)

* informing and
sccelerating tasks
such sa thrent
Investigation,
response, and
playbook building,
For incident
managemaont,
FortiAl-Assist
provides instant
answers to
questions and
detalled guidance on
thruat investigation
activities, altacker
profiles, response
actions, playbook
recommandations
i more

= identifies an attack's
origin, method, and
impact using Al-driven
roasoning

Allows quick policy
change script
generation
aliminating repatitive
tabor and human
orrors

Prioritizss
notifications basad on
risk, context, and
historical patterns

FortiNDR Cloud

* o enable threat
hurnters to easily view
detactions and
obsarvations that
correlate to their
queries. Security
analysts can query
FortiAl-Assiat and
easlly understand the
FortiNDR Cloud
coverage capabilities
against new and
emarging thropts,
attacker tactics and
tachniques, and
specific
vulnerablities

ForttMANAGER

stevolutionizes
network managemeont
by Integrating
genarative Al to
automate complex
tasks and enhance
operational sfficlancy
This innovative
solution offers
advanced scripting
assistance, proactive
T vulnerability
diagnostics, and
automated network
maintenance

FortiAl: automatize operagbes de

rede e seguranca através do Fabric
com IA auténoma (Agentic Al)

Analiza logs, identifica padroes e
automatize corregbes em uma rede
auténoma

Decisbes baseadas em |A, analizando
e atuando contra ameagas ou
problemas operacionais

Integra-se ao Fortinet Security Fabric

Fortinet Inc. All Rights Re



FortiAI - Potencializando as Solugdes de “WTR&E
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NOC
Simplifica configuracdes e mudancas Ganhe tempo em tarefas complexas
Troubleshooting agil Decis®es otimizadas
Acdes automatizadas FortiSOAR FortiAnalyzer Resposta agil a ameacas
Ganho de eficiéncia Ganho de eficiéncia de
operacional seguranga

FortiSIEM
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