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Outline

● Context: classical cryptography 

● Quantum Computing and Communications

● The threat of Quantum Computing
○ What needs to be changed?

○ Why?

○ When?

● Research opportunities
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Brief CV

● Computer Engineer (2007)
○ U. São Paulo, Brazil; Ecole Centrale Paris, France (Master)

● Cybersecurity & cryptography researcher since 2007
○ “Building bridges between academia and the real-world”: 100+ research papers,         

40+ international patents, collaboration with international standards, …

● Associate Professor at Universidade de São Paulo (USP) since 2011

● Currently head of the Steering Committee on Cybersecurity, a group 

that it is part of the Brazilian Computer Society (CESeg, SBC)
○ CESeg: responsible for the Brazilian Symposium on Cybersecurity (SBSeg)
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Preamble: Modern Cryptography
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Modern Cryptography: what is it about?

● Confidentiality: prevents eavesdropping 
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Ciphertext

“Password: 
trustno1”

“Password: 
trustno1”

“Hlaafd7Y(@&fhF23%7”

?!?

Plaintext



Modern Cryptography: what is it about?

● Confidentiality: (symmetric) ciphers
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Modern Cryptography: what is it about?

● Integrity & Authenticity: detects modifications or forgeries

AB  50,00 AC 1000,00
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Origin Destination

Man-in-the-Middle
(modification or fabrication)
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Modern Cryptography: what is it about?

● Integrity & Authenticity: detects modifications or forgeries
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Modern Cryptography: what is it about?

● Integrity & Authenticity: hashes and message authentication codes (MAC)
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Modern Cryptography: what is it about?

● Key establishment: securely transmitting secret keys
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Modern Cryptography: what is it about?

● Key establishment: asymmetric encryption (public and private keys)
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Modern Cryptography: what is it about?

● Non-repudiation: unforgeable, unique digital signatures

R$Acc: xxxx Bank: xx Agency: xxxx

Value: _________________________________

To: _________________________________

Date: __________________________

Signature: _____________________

#10,00#

( ten reais ) -----------------------------------------

Jon Doe

01/Jan/2025

R$Acc: xxxx Bank: xx Agency: xxxx

Value: _________________________________

To: _________________________________

Date: __________________________

Signature : _____________________???????????????????

900,00#

( nine hundred reais ) ---------------------------------

Threatus Maximus

01/Apr/2025

A Very Unique Signature



Modern Cryptography: what is it about?

R$Acc: xxxx Bank: xx Agency: xxxx

Value: _________________________________

To: _________________________________

Date: __________________________

Signature: _____________________

#10,00#

( ten reais ) -----------------------------------------

Jon Doe

01/Jan/2025

R$Acc: xxxx Bank: xx Agency: xxxx

Value: _________________________________

To: _________________________________

Date: __________________________

Signature : _____________________???????????????????

900,00#

( nine hundred reais ) ---------------------------------

Threatus Maximus

01/Apr/2025

A Very Unique Signature

signer’s

private key
signer’s 

public keyECDSA ECDSA

● Non-repudiation: unforgeable, unique digital signatures (public/private keys)



Entering the Quantum Era
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Quantum computers and quantum communications

● Leverage quantum phenomena 
○ Classical computers: n bits store a single value out the 2n possibilities

■ Quantum: n entangled qubits store 2n values (exponential parallelism!)

○ Classical communications: can be intercepted, so encryption required to protect information

■ Quantum: eavesdropping can be detected (although encryption is still very welcome)
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● Once science fiction, now a reality
○ Tianyan-504 (504 physical qubits): 

https://thequantuminsider.com/2024/12/06/china-introduces-504-qubit-

superconducting-chip/ (December/2024)

○ Quantum-enabled satellites: 

https://thequantuminsider.com/2025/03/14/china-established-quantum-secure-

communication-links-with-south-africa/ (March/2025)

https://thequantuminsider.com/2024/12/06/china-introduces-504-qubit-superconducting-chip/
https://thequantuminsider.com/2025/03/14/china-established-quantum-secure-communication-links-with-south-africa/


The threat of a CRQC

● Cryptographically-relevant quantum computer (CRQC)

○ Enough logical qubits to break today’s cryptography: Grover and Shor algorithms

○ Threat essentially to everything: web, messaging apps, banking, cryptocurrencies, 

email, electronic elections, … 
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Algorithm Provides Classical security

AES-N Encryption N ≥ 128

SHA-N Data integrity N (pre-image), N/2 (collision) ≥ 128

RSA-2048, 
RSA-3072

Digital signature,
Key establishment 112, 128

ECDH-N Key establishment N/2     ≥ 128

ECDSA-N Digital signature N/2     ≥ 128



The threat of a CRQC

● Cryptographically-relevant quantum computer (CRQC)

○ Enough logical qubits to break today’s cryptography: Grover and Shor algorithms

○ Threat essentially to everything: web, messaging apps, banking, cryptocurrencies, 

email, electronic elections, … 
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Algorithm Provides Classical security Quantum security Attack

AES-N Encryption N N/2 (sequential*) Grover

SHA-N Data integrity N (pre-image), N/2 (collision) N/2, N/3 (sequential*) Grover

RSA-2048, 
RSA-3072

Digital signature,
Key establishment 112, 128 broken Shor

ECDH-N Key establishment N/2 broken Shor

ECDSA-N Digital signature N/2 broken Shor

*At best, Grover’s parallelism can partition search space. Ex.: 216 CRQC

 Search over 2128/216 =2112 keys  Sequential cost: 2112= 256
 Total cost: 216 x256=272  (>264, with a 28 latency gain)

Sources: [NW17], [BL17], [V26]



The threat of a CRQC

● Cryptographically-relevant quantum computer (CRQC)

○ Enough logical qubits to break today’s cryptography: Grover and Shor algorithms

○ Threat essentially to everything: web, messaging apps, banking, cryptocurrencies, 

email, electronic elections, … 
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Algorithm Provides Classical security Quantum security Attack

AES-N Encryption N N/2 (sequential*) Grover

SHA-N Data integrity N (pre-image), N/2 (collision) N/2, N/3 (sequential*) Grover

RSA-2048, 
RSA-3072

Digital signature,
Key establishment 112, 128 broken Shor

ECDH-N Key establishment N/2 broken Shor

ECDSA-N Digital signature N/2 broken Shor

* Symmetric algorithms: NIST’s post-quantum levels 1, 3 and 5 correspond to 128, 192 and 256 bits classical security

Sources: [NW17], [BL17], [V26]*

Solution: keep algorithms
(no need to double key size)

Solution: migrate to quantum-
secure solutions



Quantum threat in numbers: how big is a CRQC?

● How many qubits required for running the Shor algorithm?
○ Logical qubit (LQ): a “reliable qubit”, which does not lose entanglement during processing

○ Physical qubit (PQ): actual qubits (e.g., an atom, photon, electron, …) 

○ An LQ is composed of multiple PQ in an error correction arrangement

■ The more “noisy” the technology, the higher the number of PQ needed to build one LQ

Security level RSA       ECC       

(bits) keys (bits) #LQ keys (bits) #LQ 

112 2048 224

128 3072 256

192 7680 384

256 15360 512
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Quantum threat in numbers: how big is a CRQC?

● How many qubits required for running the Shor algorithm? (update:2024)

○ RSA-n takes at least 2n logical qubits [BL17]

■ For usual error rates: “a few hundreds of millions physical qubits” [BL17]

○ ECC-n takes at least 6n logical qubits [PZ03]

Security level RSA       ECC       

(bits) keys (bits) #LQ keys (bits) #LQ 

112 2048 4096 224 1300

128 3072 6144 256 1500

192 7680 15360 384 2300

256 15360 30720 512 3000
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Quantum threat in numbers: how big is a CRQC?

● How many qubits required for running the Shor algorithm? (update:2025)

○ RSA-n takes at least 0.5n logical qubits [CFS24]

■ For usual error rates: “a few hundreds of millions physical qubits” [BL17]

○ ECC-n takes at least 9n logical qubits [RN+17]

Security level RSA       ECC       

(bits) keys (bits) #LQ keys (bits) #LQ 

112 2048 1024 224 2016

128 3072 1536 256 2304

192 7680 3840 384 3456

256 15360 7680 512 4608
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Quantum threat in numbers: how big is a CRQC?

● How many qubits required for running the Shor algorithm? (update:2026)

○ RSA-n takes at least 0.5n logical qubits [CFS24]

■ With state-of-the-art, very low error rates (e.g., qubits with neutral atoms): RSA-

2048 broken with ~1M physical qubits [BZ+26]

○ ECC-n takes ~4.5n logical qubits [BZ+26], and ~0.5M physical qubits

Security level RSA       ECC       

(bits) keys (bits) #LQ keys (bits) #LQ 

112 2048 1024 224 1008

128 3072 1536 256 1152

192 7680 3840 384 1728

256 15360 7680 512 2304
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Quantum threat in numbers: how big is a CRQC?

● How many qubits required for running the Shor algorithm? (update:2026+)

○ Shor with optimized circuits, internal parallelism, very low error rates (e.g., neutral 

atoms), + advanced error correction [CX+26]

[BZ+26] 

(from previous slide)
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physical qubits



Quantum threat in numbers: how far are we from a CRQC?

● Continuous evolution of Quantum Computers

○ D-WAVE: sells products with thousands of qubits

■ But hard to create a quantum computer: very specific applications (Shor algorithm not included)

○ 2017: J. Martinis (Google) – built a chip with 49 qubits [NIST18]

○ 2018: Intel testa chip with 49 qubits [NIST18]

○ 2019: J. Martinis (Google) with 54 qubits [A+19]

○ 2021: IBM Eagle with 127 qubits [IBM21]

○ 2022: IBM Osprey with 433 qubits [IBM22]

○ 2023: Atom Computing with 1180 qubits [GWR23]

○ 2025: Testes c/ 6100 (Caltech: [M+25]) e 

10.000 (QuantWare: [R26]) qubits

Google 

Sycamore

(2021)

IBM Osprey (2022)
Microsoft’s Majorana 1 

(2025) – 8 qubits

(04/2026)



Quantum threat in numbers: how far are we from a CRQC?

● Continuous evolution of error correction techniques
○ Advanced arrangements to build self-correcting circuits: “surface codes”

■ Better correction = less physical qubits (PQ) per logical qubit (LQ)

○ Still a challenge: operations over qubits raises error rate…

● Some examples
○ Google (2018): 9 qubits; error rate 2.9%[M08]

○ Rigetti (2020): 31 qubits; error rate 0.2% – 8.7% [R21]

○ Google (2024): new tricks to scale correction circuits (e.g., 2*QF/QL 

½ error rate) [C24]

○ Microsoft (2024): from thousands [FM+12] to the promise of  dozens of 

QF/QL [SAR+24]

○ Many (2025): superconductor with error rates 0.1% – 1%; ion traps and 

neutral atoms with 0.01%–1%. [I25] [MS+25]



Quantum security: PQC & QKD

● Digital signature & key establishment: post-quantum cryptography (PQC)
○ Algorithms for which there are no known quantum attacks

○ Main solutions: standards NIST (FIPS 203, 204 and 205, released in 2024)

● Key establishment only: quantum key distribution (QKD)
○ Keys considered secure if no eavesdropping detected

○ Main solutions: recommendations from ITU-T Y.3800, released in 2019
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Quantum security: PQC & QKD

● Digital signature & key establishment: post-quantum cryptography (PQC)
○ Algorithms for which there are no known quantum attacks

○ Main solutions: standards NIST (FIPS 203, 204 and 205, released in 2024)

● Key establishment only: quantum key distribution (QKD)
○ Keys considered secure if no eavesdropping detected

○ Main solutions: recommendations from ITU-T Y.3800, released in 2019
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Quantum security: PQC & QKD

● Digital signature & key establishment: post-quantum cryptography (PQC)
○ Algorithms for which there are no known quantum attacks

○ Main solutions: standards NIST (FIPS 203, 204 and 205, released in 2024)

● Key establishment only: quantum key distribution (QKD)
○ Keys considered secure if no eavesdropping detected

○ Main solutions: recommendations from ITU-T Y.3800, released in 2019
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Quantum security: PQC & QKD

● Digital signature & key establishment: post-quantum cryptography (PQC)
○ Algorithms for which there are no known quantum attacks

○ Main solutions: standards NIST (FIPS 203, 204 and 205, released in 2024)

● Key establishment only: quantum key distribution (QKD)
○ Keys considered secure if no eavesdropping detected  Challenge: special equipment

○ Main solutions: recommendations from ITU-T Y.3800, released in 2019
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Time to Migrate?
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When is the “D-Day” for transitioning?

● Most of the literature: 2030 to 2035 

○ Ex.: NIST IR 8547 (Initial Public Draft), 12/Nov/2024

31

Algorithm Parameters Transition

RSA, ECDSA, EdDSA
Security level up to 112 bits

Legacy after 2030

Deprecated after 2035

Security level ≥ 128 bits Deprecated after 2035

RSA, (EC)DH, MQV, MQC
Security level up to 112 bits

Legacy after 2030

Deprecated after 2035

Security level ≥ 128 bits Deprecated after 2035

● Risks if late…

● Risks if moving too soon…



When is the “D-Day” for transitioning: before 2030/35
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● Risks if late: “harvest now, decrypt later”; time to adapt complex systems
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When is the “D-Day” for transitioning: before 2030/35
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● Risks if late: “harvest now, decrypt later”; time to adapt complex systems

Origin Destination

Harvester

Secret key
Ciphertext
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2026:?!?
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keypublic 
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Decrypt old messages: 
“Password: trustno1”

Encrypt messages: 
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20XX
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When is the “D-Day” for transitioning: before 2030/35
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● Risks if moving too soon: algorithms are less tested/mature

○ There are “hybrid proposals”: maturity of classical + quantum-resistance of PQC/QKD

Origin Destination

Harvester

Secret key
Ciphertext

“kHydnNyd73-2Jsd.4Yn”

2026:?!?

private 

keypublic 

key

Decrypt messages: 
“Password: trustno1”

Encrypt messages: 
“Password: trustno1”

20XX

Secret key



Research Opportunities
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Research opportunities: Theoretical and Applied

● New designs: searching for more compact schemes 
○ Resource–constrained (e.g., IoT), or cryptography-intensive (e.g., blockchain) scenarios

○ Many standardization processes ongoing: NIST and around the world!

● New underlying security approaches: better diversity
○ Standardized: Lattices (Kyber, Dilithium, Falcon), Hashes (SPHINCS+), Codes (HQC)

○ Others being explored: Zero-Knowledge Proofs (e.g., “MPC-in-the-head”), symmetric ciphers

○ Handle with care: Isogenies (SIKE  SQIsign) and multivariate systems (Rainbow  MAYO)

● Advanced cryptographic schemes: beyond KEM/signatures 
○ Blind signatures, threshold signatures, ring signatures, homomorphic encryption, ZKP, …

● Practical/applied research: migration to PQC
○ Design of hybrid schemes

○ Adapting current systems to use PQC or hybrid schemes

○ Cryptoagility: “how to facilitate algorithms change” (architectures, interfaces, discovery, …)
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The road to PQC

● Algorithms for which efficient quantum attacks are not known
○ Strategies: most well-established (e.g., lattices), some newer

○ Standardization process / “competition”: launched in 2016/2017

Submissions: 16 American states, 25 countries, and 6 continents



The road to PQC

● Algorithms for which efficient quantum attacks are not known
○ Strategies: most well-established (e.g., lattices), some newer

○ Standardization process / “competition”: launched in 2016/2017
■ https://csrc.nist.gov/Projects/post-quantum-cryptography/workshops-and-timeline

The NIST 

standardization 

process is 

announced

69 out of 82 

submissions 

accepted for 1st 

round

26 out of 69 

candidates advance 

to 2nd round

2016 2017 2019 2020

15 algorithms 

advance to 3rd 

round (7 finalists, 8 

alternatives)

2022

Standardization 

candidates announced: 

Kyber, Dilithium, 

SPHINCS+. Start of 4ª 

round and new call for 

signature algorithms

2023

Initial drafts: 

FIPS 203, 204 

and 205

2024

Analyses 

continue: BIKE, 

Classic McEliece, 

Falcon, and HQC

...
2025

- FIPS 206 Draft 

(Falcon / FN-DSA);

- HQC selected for 

standardization. 
(BIKE and HQC teams 

join forces)

https://csrc.nist.gov/Projects/post-quantum-cryptography/workshops-and-timeline


Efficiency of classical algorithms

Name Usage Public key                         
(in bits, for 128-bit security)

Sizes
(in bits, for 128-bit security)

RSA Assinatura ou

KEM

3072 3072

(assinaturas ou dados cifrados*)

DH Acordo de 

chaves

3072 3072** 

(dados trocados)

DSA Assinatura 3072 512

(assinaturas)

ECDSA

EDDSA

Assinatura 256 512

(assinaturas)

ECDH Acordo de 

chaves

256 256**

(dados trocadas)

ECIES KEM 256 256 + 64***

(dados cifrados*)

* Overhead to the ciphertext itself, computed using a symmetric cipher

** Considering “basic” version, without signed ephemeral public key

*** ECIES uses MAC to compute authentication tag (64 bits or larger)



Classical vs. PQC algorithms : KEM

Name Public keys (bytes) Ciphertext (bytes)

RSA 384-1920 (sec. 128-256) 384-1920 

ECIES 32-64 (sec. 128-256) 32-64

Kyber512 800 (sec. 128) 768

Kyber768 1184 (sec. 192) 1088

Kyber1024 1568 (sec. 256) 1568

Kyber: renamed “ML-KEM”
“FIPS 203: Module-Lattice-Based Key-Encapsulation Mechanism Standard”



Classical vs. PQC algorithms : digital signatures

Name Public key (bytes) Signature (bytes)

RSA 384-1920 (sec. 128-256) 384-1920 

ECDSA / EdDSA 32-64 (sec. 128-256) 64-128

Dilithium2 1312 (sec. 128) 2420

Dilithium3 1952 (sec. 192) 3293

Dilithium5 2592 (sec. 256) 4595

SPHINCS+-128 32 7856 – 17088*

SPHINCS+-192 48 16224 – 35664*

SPHINCS+-256 64 29792 – 49856*

* versions “f (fast)” or “s (size)”

Dilithium & SPHINCS+: renamed “ML-DSA” & “SLH-DSA”, respectively
“FIPS 204: Module-Lattice-Based Digital Signature Standard”; “FIPS 205: Stateless Hash-Based Digital Signature Standard”



A note for developers

● Important (as usual for cryptography): go for stable libraries!

○ Reason: avoid bugs and benefit from optimizations

● A non-exhaustive list of options in the literature:

○ Ex. (Java): java.security or BouncyCastle

○ Ex. (C/C++): OpenSSL, Crypto++, Botan C++

○ Some specific for PQC: licence and stability for production-grade usage vary…

■ PQCRYPTO: versions in C and optimized for ARM Cortex-M4 (pqm4)

■ Open Quantum Safe (OQS)

■ PQClean project


