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Projetos

100+

Pesquisadores
bolsistase
estudantes
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Quantum NetworkModeling
and Quantum Classical
Integration

Quantum Information
Theory andSecurity
Analysis

DSPand
PostProcessing
Hardware

Coherent Communicatioand
OpticalSystem Desigand Testing
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Fonte: Quantum Technology Monitor i McKinsey & Company - June 2025



Tecnologias Quanticas 2.0

Quantu_m Quantum Communication Quantum
Computing and Cryptography Sensors
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Criptografia
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https://upload.wikimedia.org/wikipedia/commons/b/bc/Public_key_encryption_keys.png

Criptografia

Decodificacao por frequéncia
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Criptografia segura requer técnicas mais elaboradas que eliminem padrao s -Geradores de niimeros aleatorios




Ameaca Quantica

RSA-2048 -
RSA-1024 A
RSA-512 -
x solved RSA challenges
- linear regression
—== projected continuation
X quantum threat
1990 2000 2010 2020 2030
https://nexenio.com/blog/werden - quantencomputer

das - internet - unsicher - machen

Algoritmo de Shor quebra chaves

assimetricas (ex: RSA)

Algoritmo de Grove enfraguece chaves

simétricas ( ExS AES)



Ameaca Quantica

Solucdes

Geracao de numeros
aleatdrios (QRNG)

A Numeros
verdadeiramente
aleatorios

A Baseada na natureza
estatistica da mecanica
quantica

A Geracio local

Criptografia P6s
Quantica (PQC)

A Seguranca baseada na
complexidade matema
tica

A Pode n3o resistir ao
tempo
A Aparecimento de

algoritmos mais
eficientes

A Evolucdo do poder
computacional.

Criptografia Quantica

(QKD)

A

A
A
A

Solucgao 6tima utiliza combinacao dessas tecnologias

Seguranca baseada nas
leis da fisica

Deteccao de invasao

Solucdes comerciais
disponiveis

Requer hardware
dedicado



uantum Random Number Generator

PRNGs — algoritmos deterministicos — padrao
QRNGs - usa aleatoriedade intrinseca da teoria quantica

N - bit . N - bit
Entropy source AERSITEE Post-processing T
Physical I EOEE o o[-
System N -
¢ raW.data — = Randomness I::> Random
(bits) extraction bits
Masurement ¢
Entropy
Estimation Randomness

testing




Resultados preliminares:

Batimento com o vacuo com processamento offline
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— - -» Raw data
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Post-processing

raw data (01011101...)

Counts

20-1

2121
Output word

— Total noise —— Electronic Noise

In our setup, we achieved H__.

Entropy
Estimation
r:mn > m

[

Toeplitz
Extractor

= 10.61 bits compared to 12 bits for each raw sample.
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Testes aleatoridade

Table 1 | Results from statistical tests NIST to analyse randomness .

Before extractor

After extractor

Before extractor

After extractor

Test tests passed tests passed Test tests passed tests passed
Frequency 1/1 1/1 OverlappingTemplate 0/1 1/1
BlockFrequency 0/1 1/1 Universal 1/1 1/1
CumulativeSums 2/2 2/2 ApproximateEntropy 0/1 1/1
uns 0/1 1/ endemE e 7/8 8/8
LongestRun 0/1 1/1 RandomExcursionsVariant 18/18 18/18
Rank 1/1 1/1 Serial 0/2 2/2
FFT 0/1 1/ LinearComplexity 1/1 1/1



QRNG - Desafios e oportunidades

A Proximos passos: implementacao em hardware do pds-processamento

A Desafios
A Fontes de entropia: custo x velocidade

A Extratores: eficiéncia computacional e aceleracio de hardware

A Trabalho correlato:

Y paper “Anélise de PRNGs em Hardware para Otimizacdo de Memdria na
Amplificacao de Privacidade em CV-QKD’, quarta, 11h na sala Tartaruga



Quantum Key Distribution (QKD)

Cenario Prepara & Mede

uantum state
Quantum state Quantum Channe> Q

/‘ preparation detection ‘\
Eva
Alice Bob
I I O

Q \’ < Public Authenticated Public Channel > */ I |
——

Key :1010001010011... Key :1010001010011...

3 0100101110110110 - Message g 1001111000011101 = Cypher

= 1101010110101011 - Key S 1101010110101011 - Key

1001111000011101 - Cypher 0100101110110110 - Message

Quantum Industrial Innovation



Quantum Key Distribution (QKD) S5 auiN

Cenario Prepara & Mede
Alice Bob

(Eve to observe)
010110101100 - - Epe— Quantum Comm.
S1C anne
s Xn q.c. Yn

(Eve to control)

Quanbum Changel X, Parameter Est. YI §
_|
: : : : ' 5
Discrete Variables | Continuous Variables 0 Info. Reconc g
Un | | — U g
Key encoding  Single photon Field quadrature ' 0 g
polarization modulation [ S Privacv Amp. s1E
& : @
Detection Single photon Coherent |_ - e mm wm B
detecion (homodyne/heterodyne) -l T
Post Low complexity High complexity: Symm. Cryptogra-

Low SNR, DSP Stack,
LDPC w/ unusual lengths

processing

phy: one—time-pad

=and:Optoelectromcs Conference (IMOC)



Quantum Key Distribution (QKD) S5 auiN

Prepare -and-measure scenario
Alice Bob

(Eve to observe)
010110101100 - - Epe— Quantum Comm.
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polarization modulation | 5 Privacy Amp. S
Detection Single photon Coherent _ i -

detecion (homodyne/heterodyne) -l r
Post Low complexity High complexity: Symm. Cryptogra-

Low SNR, DSP Stack,
LDPC w/ unusual lengths

processing phy: one-time-pad

“and Optoelectromcs Conference (IMOC)



CV-QKD P&M Protocols — Essentials

- State (coherent, squeezed, displaced thermal)
- Modulation (Gaussian or discrete-PSK, ASK, APSK, QAM)
- Detection (homodyne, heterodyne)
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CV-QKD
QRNG Modulator Detection | | Demodulator

Transmission of quantum states

Post-processing
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De Sousa et al,, Brazilian Journal of Physics (2026) 56:106
https://doi.org/10.1007/513538-026-02023-9
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DSP Simulation Framework
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De Sousa/et al,, Brazilian Journal of Physics (2026) 56:106
https;//doi.org/10.1007/513538-026-02023-9



DA SILVA, VALERIA L. et al., PIERS 2025

RX DSP Framework - simulation results
5km SMF-28 fiber, 1 kHz laser linewidth
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DA SILVA, VALERIA L. et al., PIERS 2025

RX DSP framework - simulation results
5km SMF-28

A Identical Laser Linewidth for Transmitter and LLO
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Tratamento do

° 7| - Trusted
ruido Na anaiise 10° — Untrusted
de seguranca

W
3
£ 1072
A Paranoia assumes that all information losses =
and noises are due to Eve’s presence ® sy
o~
A Security analysis of worst-case performance g
may overestimate Eve’s information access § 10-4
and reduce the SKR N
A Trusted noise model: exclusion of detector’s 10°°
noise and efficience from total excess noise
attributed to Eve 10-6 1
L . . 0 25 50 75 100 125 150 175 200
A No-swithing protocol: simultaneous detection Distance (km)
of both quadratures with double homodyne
detection Fig. 6 Secret key rate for the No-switching protocol in both untrusted

and trusted models. We used viable values for the parameters: 5 = 0.95
£ =0.05, £cn = 0.02, € = 0.03,and p = 0.6

26

Anka et al., Brazilian Journal of Physics (2026) 56:72; https://doi.org/10.1007/s13538-025-01975-8



CV-QKD Desafios e oportunidades

A Tratamento de ruido na anélise de seguranca
A Otimizacio de algoritmos DSP (recuperacio de fase e equalizacéo)

A Otimizacdo de algoritmos para pos-processamento
A Estimativa de parametros, codigos LDPC, “distribution matcher”
amplificacao de privacidade

A Desenvolvimento e otimizacdo de modelo RTL para implementacao em
plataforma FPGA

Apresentacao de trabalhos no WquNets - quarta-feira
a2Rdzf | ,en 2 DI dzaG-RQAMdmM C&SYNeEYdzs6 StY/H{y Rl L2 NJ . Ada ! ¢
Lyt £ PRSGSR'S | F NRgINB LI N} hdGAYAT I en2 RS aSYRKRAIl yIF ! YL AT

Certifiedquantumrandomnesswith coherentdetection
I OSt SN} cei2 RS ! YL AFTAOI ;en 2 RASY SEWNAS 30ATRN2RES PPAGSY Rs Y OA Ll & S
Hardware

Realisticmon-gaussiameceiversfor longdistancecontinuousvariablequantumkeydistribution



— Trusted

Redes QKD metropolitanas - =i

Desafios
A QKD gera chaves entre 2 pontos

1072

1073

Secret key rate (bits/use)

10°*

10°*

A Taxa de chaves cai exponencialmente com a distancia N IR

A Co-existéncia com canais classicos

CV-QKD
Menor alcance - até 20 dB
Menos Sensivel a presenca de outros canais
b

Transmissao na banda C possivel

DV - QKD
Maior alcance — até 30 dB
Sensivel a presenca de outros canais
b

Transmissao na banda-O, adicao de filtros, fibras
especiais_(ocas e multicore) ou fibra dedicada

28



DA SILVA, VALERIA L et al. . Photonic
Networks and Devices, 2025, p. NeM3C.1.

Alternativas

Fibra apagada @ C-band: ~0,2 dB/km
(a)

QKD Transm itter @ 1550nm Optical Fiber QKD Receiver @ 1550nm

[

Fibra instalada @ O-band: ~0,35 dB/km + 2.0 dB
(b)

QKD Transm itter @ 1310nm QKD Receiver @ 1310nm

— CWDM CWDM S -
— —.| Optical Fiber - "=
g |

o Classical Classical o
Channels Channels




DA SILVA, VALERIA L et al.. Photonic
Networks and Devices, 2025, p. NeM3C.1.

Redes quantica metropolitanas

Desafios
A QKD gera chaves entre 2 pontos
A Taxa de chaves cai exponencialmente com a distancia

A Co-existéncia com canais classicos

Clavis XG DV-QKD  Decoy-State BB84 ~50 (700,000 AES-256/h) 24 dB or 30 dB

HEQA Security  Sceptre Duo DV-QKD Decoy-State BB84 20 @ 1550 nm 20dB
18 @ 1310 nm
Toshiba Long Distance  DV-QKD  Decoy-State BB84 300 @10 dB 30 dB (150km)
Toshiba Multiplexed DV-QKD  Decoy-State BB84 300 @ 10 dB 30 dB (90 km)
Luxquanta Nova LQ CV-OKD  GGO02 not publically disclosed 12 dB (old))
20 dB (new)

Quintessence qOptica CV-QKD GGO02 240 (individual attack) 10dB .

Labs 120 (collective attack)



DA SILVA, VALERIA L et al Photonic
Networks and Devices, 2025, p. NeM3C.1.

Redes quantica metropolitanas

Desafios
A QKD gera chaves entre 2 pontos
A Taxa de chaves cai exponencialmente com a distancia

A Co-existéncia com canais classicos

1000 i i
' |
' |

' ]
' ]
' ]
I i

100 ! ! , —
: : —@— Quintessence gqOptica individual
I i .
' ]

* : ——

'

SKR (kbps)
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