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QulIN

Quantum Industrial Innovation Quantum Information
Theory and Security
Analysis

13

Projetos

100+

Pesquisadores,
bolsistas e
estudantes

3

Quantum Network Modeling Coherent Communication and
and Quantum Classical Optical System Design and Testing

Integration

Startups em
tecnologias
guanticas

DSP and
Post-Processing
Hardware




MERCADO POTENCIAL

PAR/A TECNOLO,GIAS

QUANTICAS ATE 2040
Computacao Quantica
$45B — 131B*

@ 1 9 8 Comunicagao Quantica

Bl $24B — 36B*
Sensores Quanticos

($0.9-2.0T Economic Value) $1 8B — 31B~

*Mercado estimado até 2040

Fonte: Quantum Technology Monitor — McKinsey & Company - June 2025



Tecnologias Quanticas 2.0

Quantum Quantum Communication Quantum
Computing and Cryptography Sensors




Computacao Quantica

Sonho ou Pesadelo?
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Computacao Quantica
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Criptografia
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https://upload.wikimedia.org/wikipedia/commons/b/bc/Public_key_encryption_keys.png

Criptografia

Decodificacao por frequéncia
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Criptografia segura requer técnicas mais elaboradas que eliminem padrao s -Geradores de niimeros aleatorios




S QuiiN
Ameaca Quantica

Algoritmo de Shor quebra chaves
assimétricas (ex: RSA)
Algoritmo de Grove enfraquece chaves
x solved RSA challenges SImétrICGS (EXS: AES)
- linear regression
X —== projected continuation

https://nexenio.com/blog/werden-quantencomputer-
das-internet-unsicher-machen



Ameaca Quantica

Solucdes

Geracao de numeros

aleatorios (QRNG)

* NuUmeros
verdadeiramente
aleatorios

 Baseada na natureza
estatistica da mecanica
quantica

e Geracao local

Criptografia P6s
Quantica (PQC)

Segurancga baseada na
complexidade matema
tica

Pode nao resistir ao
tempo
* Aparecimento de

algoritmos mais
eficientes

* Evolucao do poder
computacional.

Criptografia Quantica
(QKD)

Seguranca baseada nas
leis da fisica

* Deteccao de invasao

* Solucdes comerciais
disponiveis

* Requer hardware
dedicado

Solucgao 6tima utiliza combinacao dessas tecnologias



uantum Random Number Generator

PRNGs — algoritmos deterministicos — padrao
QRNGs - usa aleatoriedade intrinseca da teoria quantica

N - bit . N - bit
Entropy source AERSITEE Post-processing T
Physical I EOEE o o[-
System N -
¢ raW.data — = Randomness I::> Random
(bits) extraction bits
Masurement ¢
Entropy
Estimation Randomness

testing




Resultados preliminares:

Batimento com o vacuo com processamento offline

LD

— - -» Raw data
(01011101...)
|0)




Post-processing

raw data (01011101...)

Counts

20-1

2121
Output word

— Total noise —— Electronic Noise

In our setup, we achieved H__.

Entropy
Estimation
r:mn > m

[

Toeplitz
Extractor

= 10.61 bits compared to 12 bits for each raw sample.

Counts

random bits

20 1

Output word

2m —1
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Testes aleatoridade

Table 1 | Results from statistical tests NIST to analyse randomness .

Before extractor

After extractor

Before extractor

After extractor

Test tests passed tests passed Test tests passed tests passed
Frequency 1/1 1/1 OverlappingTemplate 0/1 1/1
BlockFrequency 0/1 1/1 Universal 1/1 1/1
CumulativeSums 2/2 2/2 ApproximateEntropy 0/1 1/1
uns 0/1 1/ endemE e 7/8 8/8
LongestRun 0/1 1/1 RandomExcursionsVariant 18/18 18/18
Rank 1/1 1/1 Serial 0/2 2/2
FFT 0/1 1/ LinearComplexity 1/1 1/1



QRNG - Desafios e oportunidades

* Proximos passos: implementacao em hardware do pos-processamento

e Desafios
* Fontes de entropia: custo x velocidade

e Extratores: eficiéncia computacional e aceleracao de hardware

* Trabalho correlato:

= paper "Analise de PRNGs em Hardware para Otimizacao de Memoria.na
Amplificacao de Privacidade em CV-QKD’, quarta, 11h na sala Tartaruga



Quantum Key Distribution (QKD) QuiiN

Cenario Prepara & Mede

uantum state
Quantum state Quantum Channe> Q

/‘ preparation detection ‘\
Eva
Alice Bob
I I O

Q \’ < Public Authenticated Public Channel > */ I |
——
Key :1010001010011... Key :1010001010011...
0100101110110110 - Message 1001111000011101 = Cypher

@ 1101010110101011 - Key @ 1101010110101011 - Key

1001111000011101 - Cypher 0100101110110110 - Message



Quantum Key Distribution (QKD) S5 auiN

Cenario Prepara & Mede
Alice Bob

(Eve to observe)
010110101100 - - Epe— Quantum Comm.
S1C anne
s Xn q.c. Yn

(Eve to control)

Quanbum Changel X, Parameter Est. YI §
_|
: : : : ' 5
Discrete Variables | Continuous Variables 0 Info. Reconc 1B
Un | | — U g
Key encoding  Single photon Field quadrature ' 0 g
polarization modulation [ S Privacv Amp. s1E
& : ®
Detection Single photon Coherent |_ - e mm wm B
detecion (homodyne/heterodyne) -l T
Post Low complexity High complexity: Symm. Cryptogra-

Low SNR, DSP Stack,
LDPC w/ unusual lengths

processing

phy: one—time-pad

=and:Optoelectromcs Conference (IMOC)



Quantum Key Distribution (QKD) S5 auiN

Prepare-and-measure scenario
Alice Bob

(Eve to observe)
010110101100 - - Epe— Quantum Comm.
S1C anne
s Xn q.c. Yn

X, Parameter Est. YI
[

Discrete Variables Continuous Variables 0 U Info. Reconc. U [
n L

Key encoding  Single photon Field quadrature

(Eve to control)

Quantum Channel

-
O
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T
L
Py
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M
0
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Z
@

polarization modulation | 5 Privacy Amp. S
Detection Single photon Coherent _ i -

detecion (homodyne/heterodyne) -l r
Post Low complexity High complexity: Symm. Cryptogra-

Low SNR, DSP Stack,
LDPC w/ unusual lengths

processing phy: one-time-pad

“and Optoelectromcs Conference (IMOC)



CV-QKD P&M Protocols — Essentials

- State (coherent, squeezed, displaced thermal)
- Modulation (Gaussian or discrete-PSK, ASK, APSK, QAM)
- Detection (homodyne, heterodyne)

s 7 @ p
) » .,T;‘-O

o @
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Quantum

signal

-
-
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CV-QKD
QRNG Modulator Detection | | Demodulator

Transmission of quantum states

Post-processing
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Post-Processing

TON

De Sousa et al,, Brazilian Journal of Physics (2026) 56:106
https://doi.org/10.1007/513538-026-02023-9
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DSP Simulation Framework

le(‘) T ERg(t)
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Multiplexing

A. Frequency-Domain Shift
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¥
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De Sousa/et al,, Brazilian Journal of Physics (2026) 56:106
https;//doi.org/10.1007/513538-026-02023-9



DA SILVA, VALERIA L. et al., PIERS 2025

RX DSP Framework - simulation results
5km SMF-28 fiber, 1 kHz laser linewidth

CONFIDENCIAL )
CONFIDENTIAL
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DA SILVA, VALERIA L. et al., PIERS 2025

RX DSP framework - simulation results
5km SMF-28

* |dentical Laser Linewidth for Transmitter and LLO

CONFIDENCIAL )
CONFIDENTIAL

Constellation Diagram Constellation Diagram Constellation Diagram Constellation Diagram Constellation Diagram
. .
. . . T .
21 i ; 21 2
.
.
. o
S . : 3 Impact on
] .
v 2 . B g v g
2 = B B =2 2 2
: Bl £, : £ o hase
o 5 . o o o
I} 3 © I} ©
3 3 3 3 3
o - < o S
-1 B 3 -14
B o -
. -
H ¥ = . —24 .
-2 .l TR 5
+  Signal Received %%, =, ? ceat 2 n O I Se
T b ° ™ PN
T T T T T T T -3
T T T T T _ _ _ T T T T T T T T T T T
o T e A e+ vecomes
In — phase n — phase In — phase In — phase In — phase
Constellation Diagram Constellation Diagram Constellation Diagram Constellation Diagram S i g n ifi Ca nt fo r
1.00 4 1 ]
100 1.004 100 1.0
. .
linewidths
0.50 0.50 050 0.50 0.5
g uarf g s £ o] X3 e above 10 kHz
2 S = S =2
= = = = . =
E 1 'E | E E Pilot Received E 00 Pilot Received
T 00 3 oo T 0001 T 0009 ™ 5 ™
5} 5} © 5} ©
=] 3 3 3 3
& -0.25 q O -0.25 S —0.25 4 QS -0.254 S
—0.50 —0.50 1 —0.50 4 r ~0.50 1 —0.54
—o75 1| —0.75 4 —0.75 4 -0.75 4 ¥
Pilot Received q Pilot Received Pilot Received .
I, i i -1.0 4
1004 e > _1.001 et T d 1001 Tx _1.004
-1.00 -0.75-0.50 -0.25 0.00 025 050 0.75 1.00 -1.00 -0.75 -0.50 -0.25 0.00 025 0.50 0.75 1.00 -1.00-0.75-0.50-0.25 0.00 0.25 0.50 0.75 100 -1.00-0.75-0.50-0.25 0.00 025 0.50 0.75 1.00 0.0 0.5 L0
In — phase In — phase In — phase In — phase In — phase

Laser Linewidth: Laser Linewidth: Laser Linewidth: Laser Linewidth: Laserlinewidth:
100 Hz 1 KHz 10 KHz 25 KHz 100 KHz



Tratamento do

° 7| - Trusted
ruido Na anallse 104 — Untrusted
de seguranca

@
3
£ 1072
« Paranoia assumes that all information losses f;
and noises are due to Eve’s presence ®
=103
* Security analysis of worst-case performance =
may overestimate Eve’s information access S 10-¢
@
and reduce the SKR N
* Trusted noise model: exclusion of detector’s 10°°
noise and efficience from total excess noise
attributed to Eve 10~
L : : 0 25 50 75 100 125 150 175 200
* No-swithing protocol: simultaneous detection Distance (km)
of both quadratures with double homodyne
detection Fig. 6 Secret key rate for the No-switching protocol in both untrusted

and trusted models. We used viable values for the parameters: 5 = 0.95
£ =0.05, £cn = 0.02, € = 0.03,and p = 0.6

26

Anka et al., Brazilian Journal of Physics (2026) 56:72; https://doi.org/10.1007/s13538-025-01975-8



CV-QKD Desafios e oportunidades

e Tratamento de ruido na analise de seguranca
« Otimizacao de algoritmos DSP (recuperacao de fase e equalizacao)

« QOtimizacao de algoritmos para pos-processamento
» Estimativa de parametros, codigos LDPC, “distribution matcher’,
amplificacao de privacidade

e Desenvolvimento e otimizacao de modelo RTL para implementacao em
plataforma FPGA

Apresentacao de trabalhos no WquNets - quarta-feira

Modulagao Gaussiana versus PCS-64-QAM em CV-QKD: Demanda por Bits Aleatérios e Desempenho em SKR
Andlise de PRNGs em Hardware para Otimizacao de Memoéria na Amplificacao de Privacidade em CV-QKD
Certified qguantum randomness with coherent detection

Aceleracdao de Amplificacdao de Privacidade via NTT em Sistemas CV-QKD: Desafios e Tendéncias em
Hardware

Realistic non-gaussian receivers for long distance continuous-variable quantum key distribution



— Trusted

Redes QKD metropolitanas - =i

Desafios
* QKD gera chaves entre 2 pontos

Secret key rate (bits/use)
= =
(=] [=]
& o

—t
=1
|

B

-
(=
|

w

-
o
|

L2

« Taxa de chaves cai exponencialmente com a distancia ¢ s W % W @5 o U5 @

e (Co-existéncia com canais classicos

CV-QKD
Menor alcance - até 20 dB
Menos Sensivel a presenca de outros canais

U

Transmissao na banda C possivel

Distance (km}

DV - QKD
Maior alcance — até 30 dB
Sensivel a presenca de outros canais

U

Transmissao na banda-O, adicao de filtros, fibras
especiais_(ocas e multicore) ou fibra dedicada

28



DA SILVA, VALERIA L et al. . Photonic
Networks and Devices, 2025, p. NeM3C.1.

Alternativas

Fibra apagada @ C-band: ~0,2 dB/km
(a)

QKD Transm itter @ 1550nm Optical Fiber QKD Receiver @ 1550nm

[

Fibra instalada @ O-band: ~0,35 dB/km + 2.0 dB
(b)

QKD Transm itter @ 1310nm QKD Receiver @ 1310nm

— CWDM CWDM S -
— —.| Optical Fiber - "=
g |

o Classical Classical o
Channels Channels




DA SILVA, VALERIA L et al.. Photonic
Networks and Devices, 2025, p. NeM3C.1.

Redes quantica metropolitanas

Desafios
* QKD gera chaves entre 2 pontos
« Taxa de chaves cai exponencialmente com a distancia

e (Co-existéncia com canais classicos

Clavis XG DV-QKD  Decoy-State BB84 ~50 (700,000 AES-256/h) 24 dB or 30 dB

HEQA Security  Sceptre Duo DV-QKD Decoy-State BB84 20 @ 1550 nm 20dB
18 @ 1310 nm
Toshiba Long Distance  DV-QKD  Decoy-State BB84 300 @10 dB 30 dB (150km)
Toshiba Multiplexed DV-QKD  Decoy-State BB84 300 @ 10 dB 30 dB (90 km)
Luxquanta Nova LQ CV-OKD  GGO02 not publically disclosed 12 dB (old))
20 dB (new)

Quintessence qOptica CV-QKD GGO02 240 (individual attack) 10dB .

Labs 120 (collective attack)



DA SILVA, VALERIA L et al. . Photonic
Networks and Devices, 2025, p. NeM3C.1.

Redes quantica metropolitanas

Desafios
* QKD gera chaves entre 2 pontos
« Taxa de chaves cai exponencialmente com a distancia

e (Co-existéncia com canais classicos

1000

100 —@— Quintessence gqOptica individual

Quintessence qOptica Collective

é— —— HEQA Sceptre Duo 1550 nm
i —— HEQA Scptre Duo 1310 nm
% IDQ Clavis XG
IDQ Cerberis XG
Toshiba
----- Luxaquanta Nova LQ new

————— Luxquanta Nova LQ old

25 31

Loss (dB)



Rio Quantum

Network
& Dark fiber

C — band transmission over
dark fiber

~~‘
7Km s

— Fiber Link
------- Aerial Link

DA SILVA, VALERIA L et al. . Photonic
Networks and Devices, 2025, p. NeM3C.1.

Distance Loss Sceptre
(km) (dB) Duo SKR
(kbps)

CBPF- 12 2.5 69 19 cVv
PUC
PUC- 56 11 - 8,8 DV
UFRJ
CBPF- 30 6 13 15 DV/CV
UFRJ
CBPF- 0,8 0,16 160 21 cV
IME

» gOptica works for all links except PUC-UFRJ
Longer reach CV-QKD needed

* (BPF as a trusted node eliminates need for UFRJ/PUC-Rio direct link
Reduction in cost at the expense of reduced SKR



Rio Quantum

Network
& Installed fiber

O — band transmission

7Km °*

— Fiber Link
------- Aerial Link

DA SILVA, VALERIA L et al. . Photonic
Networks and Devices, 2025, p. NeM3C.1.

Distance Loss

qOptica Sceptre

(km) (dB) J G Duo SKR
(kbps)  (kbps)
CBPF- 12 6.3 11 14 DV
PUC
PUC- 56 22 - - -
UFRJ
CBPF- 30 12,5 - 7.3 DV
UFRJ
CBPF- 0,8 2.3 74 19 CV
IME

* gOptica does not work for the 2 longest links
Longest link beyond Luxquanta specification

« Sceptre Duo also does not work for the longest link
Longer reach systems needed: Toshiba or IDQ

* (BPF as a trusted node is necessary unless longer reach DV
systems is used



DA SILVA, VALERIA L et al. . Photonic
Networks and Devices, 2025, p. NeM3C.1.

Can improvements in commercial equipments
improve the scenario?

1000

Quintessence qOptica individual
Quintessence gOptica Collective
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0,1 Zhang et al, Phys. Rev. Lett. 125, 010502, 2020
0 5 10 15 20 25 DOI: https://doi.org/10.1103/PhysRevLett.125.010502

Loss (dB)

* Hero experiments in CV-QKD are still limited to ~23 dB loss — satisfy needs for Quantum-Rio Network for C- or O-band



Resiliéncia de link virtual na rede metropolitana de Salvador

Objetivo: Rotas: o
1. Condicoes de operacao nao ideais. Rota el A 190'1 01-102
2. Entender a influéncia da camada de gerenciamento de Rota secundaria B: 100-103-102

chaves
= BasejumpSIM da evolutionQ et SENAI CIMATEC
% (SITE-100) ¢
AL PRODEB
Topologia: subconjunto da REMESSA (Rede Metropolitana RANDE ey
de Salvador com 4 nos e links fisicos: akm £
¥ SERPRO
Link Capacity (keys/s) Demand (keys/s) (SITE-102)
100-101 39 5 % MBS
100103 17 5 A5 26
101-102 +4 3 Salvador AT 34 Km
UFBA Ll KRR to attend the indirect
1027107 ! > AR ROTA : link's demand:
100-102 0* 39 (SITE-103) % N o
N TA A7 |==== KRR Route A: 26 keys/s
Note: keys/s denotes keys per second, where each key has a length of 256 S0 KRR Route B: 13 keys/s
bits. *Indirect link (no direct physical QKD link). ?

Fig.1: Ha duas rotas, A e B, possiveis para conectar o link virtual,
M. de Araujo et al, ICTON 2026 com demandas (key-relay rate - KRR) de 28 e 13 chaves por

QuIIN/UFBA/evolutionQ segundo; respectivamente.



Quantidade de chaves disponiveis para consumo no link virtual

Step 1/ Step 3

|_KRR: 26 keysl/s

SENAI CIMATEC
SITE-100

PRODEB
SITE-101

New Keys Rate: 39 keys/s

UFBA/Pop-BA
SITE-103

SERPRO
SITE-102

KRR: 13 keys/s

Step 2

[KRR: 0 keys/s

SENAI CIMATEC

SITE-100

PRODEB
SITE-101

New Keys Rate: 15 keys/s

UFBA/Pop-BA

SITE-103

SERPRO
SITE-102

KRR: 15 keys/s

Available Keys
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20000 +

10000 A

w— | ink: 100-101 (direct)

Link: 100-103 (direct)
Link: 100-102 (virtual)
Failure interval - Link: 100-101

Time

M. de Araujo et al, ICTON 2026




Sistema de gerenciamento de chaves (KMS)

* Trusted nodes e KMS com buffer trazem muitos beneficios
e (Conexao de link virtuais
* Resiliéncia a falhas
e Roteamento adaptativo

*  Mais detalhes:

* M. de Araujo et al, “Resilience in a Metropolitan QKDN: A Simulation Based Analysis
of Brazil's REMESSA Network”, ICTON 2026

e Qutros trabalhos no ICTON:

« Tomkelski et al, “Trusted execution environment for key relay on QKD”,
QuIIN/UFBA

* Njanda et al, "Network design in multiple non-overlapping paths within QKD
networks’, UFBA/QuIIN/Un. Lisboa



Oportunidades

Tecnologias Quanticas para comunicagao segura estao chegando ao mercado mas ainda
ha muitas oportunidades
* QORNGs

« (Otimizacdo da fonte de entropia (custo vs taxa de chaves)

« (Otimizacao dos extratores

e Aceleracdo por hardware

« PIC

« QKD

« (CV-OKD traz oportunidade de coexisténcia com trafego classico e potencial para
integracao e reducao de custo

e Sistemas hibridos podem trazer o melhor de 2 mundos

e Sistema de gerenciamento de chaves (KMS)
* Permitem estratégias para redes resilientes a falhas e links virtuais

Quantum Industrial Innovation



Visao e Futura

Criptografia Quantica |
Distribuicédo de Chaves Quanticas |
Quantum Key Distribution (QKD)
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Quantum Industrial Innovation

Criptografia Quantica
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Projetos de PD&lI

Distribuicao de Chaves Quanticas
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S5 QuiiN
LINHAS DE PESQUISA

Como gerar chaves criptograficas? Como utilizar chaves?
Protocolo CV-QKD

! !

Desenvolver modulos e Introducao de equipamentos quanticos
equipamentos proprios (comerciais) existentes em redes classicas.
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THE QUANTUM
FUTURE HAS
ALREADY BEGUN
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