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 AAI Design

https://aarc-community
.org/architecture/
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Anticipated Token Flows
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https://github.com/WLCG-AuthZ-WG/common-jwt-profile
https://github.com/WLCG-AuthZ-WG/common-jwt-profile
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https://zenodo.org/record/3460258#.X8ED_i1Q1qs
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Group and Ver
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WLCG Capabilities (scope)
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Assurance



Lifetimes
Token Type Recommended 

Lifetime
Minimum 
Lifetime

Maximum 
Lifetime

Justification

Access Token 
& ID Token  

20 minutes 5 minutes 6 hours Access token lifetime should be short as there is no 
revocation mechanism.  The granted lifetime has 
implications for  the maximum allowable downtime 
of the Access Token server.

Refresh Token 10 days 1 day 30 days Refresh token lifetimes should be kept bounded, but 
can be longer-lived as they are revocable.  Meant to 
be long-lived enough to be on a “human timescale”.

Issuer Public 
Key Cache

6 hours 1 hour 1 day The public key cache lifetime defines the minimum 
revocation time of the public key.  The actual lifetime 
is the maximum allowable downtime of the public 
key server

Issuer Public 
Key

6 months 2 days 12 months JWT has built-in mechanisms for key rotation; these 
do not need to live as long as CAs. This may evolve 
following operational experience, provision should 
be made for flexible lifetimes.
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"Access tokens may convey authorization information as both groups and 
capabilities. If both group membership and capabilities are asserted, then the 

resource server should grant the union of all authorizations for the groups and 
capabilities that it understands." From the WLCG Token Schema
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Groups (in wlcg.groups claim)
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Capabilities (in scope claim)
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Scope Based Attribute Selection

https://openid.net/specs/openid-connect-core-1_0.html%23ScopeClaims
https://openid.net/specs/openid-connect-core-1_0.html%23ScopeClaims


Scope Based Attribute Selection
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Use Case
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Client Evaluation
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Bearer Token Discovery

https://github.com/WLCG-AuthZ-WG/bearer-token-discovery/blob/master/specification.md
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Hackathons

https://indico.cern.ch/event/870616/
https://indico.cern.ch/event/953075/
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Token-based AuthN/Z for data management

https://github.com/paulmillar/http-tpc-utils
https://github.com/paulmillar/http-tpc-utils/pull/17
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JWT compliance test suite

https://github.com/indigo-iam/wlcg-jwt-compliance-tests
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Next steps





Overview

2019 2020 2021 2022 2023

Integrate RCAuth.eu for on-demand IOTA X.509

Migrate VOs to IAM, retire VOMS Admin

Add Token support to Middleware

Dual mode (IAM issues X.509/VOMS and Tokens)

Privilege Tokens, analyse remaining X.509 use

Begin removing X.509 User Certificate Support
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OSG and Tokens

https://github.com/scitokens/scitokens-cpp/
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Tokens - used since 2018
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Beyond WLCG Tokens
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CE Approval Flow
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OSG and Tokens




