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Globus is …

a non-profit service 
developed and 

operated by



Delivered as data management platform
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Globus SaaS / PaaS: Research data lifecycle

Researcher initiates 
transfer request; or 
requested automatically 
by script, science 
gateway
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Instrument
Compute Facility

Globus transfers files 
reliably, securely
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Globus controls 
access to shared 

files on existing 
storage; no need 

to move files to 
cloud storage!
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Researcher 
selects files to 
share, selects 
user or group, 

and sets access 
permissions 
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Collaborator logs in to 
Globus and accesses 
shared files; no local 

account required; 
download via Globus
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Personal Computer

Transfer

Share

• Use a Web browser or platform 
services

• Access  variety of storage 
systems 

• Use federated identities

Build

The Globus 
Command Line 

Interface, API sets, 
and Python SDK 

provide a platform… 
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… for building 
science gateways, 

portals.
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Search &
Discovery

Automate 
Research 
Workflows

… for data publication & 
sharing.



Globus Auth
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Globus Auth: Foundational IAM service

Brokers authentication and authorization among…
– End-users
– Identity providers: enterprise, external (federated identities)
– Services: resource servers with REST APIs
– Apps: web, mobile, desktop, command line clients
– Services acting as clients to other services

• OAuth 2.0 Authorization Framework (a.k.a. OAuth2)
• OpenID Connect Core 1.0 (a.k.a. OIDC)
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Globus Auth: Variety of use cases

Support a range of assurance 
levels, authentication policy and 
access control



Motivating use cases
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Some of the use cases driving new features
• High Assurance data access
• High assurance access to applications 
• Administrator managed service credentials for Globus 

Connect
• HTTPS data access
• (Web) Applications with optional functionality/capability 

access
• Identity for task flow instances in Automation platform
• …
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Overview of select features
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Sessions
• Authentication context per application instance, per 

browser
• Session context provided to applications and 

resource servers to use in policy enforcement
– All derived tokens belong to same session

• Support user flows to add authentication to session
– Error returned from service with message to user and required 

identity/identities

• Logout/browser session close closes session
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Session information

• Introspect returns session context
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“session_info" : { 
"session_id" : <uuid>, 
"authentications" : { 

<identity_id1> : { 
"auth_time" : <seconds-since-epoch>, 
"idp": <idp-id>, 

}, <identity_id2> : {.
..} 

} 
}



Application instance isolation in action

userX@uchicago.edu

Authenticated in browser 
session (app instance 1)

Re-authentication required in different 
app, same browser(app instance 2)

userX@uchicago.edu



Dynamic dependent scopes
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• Dependent scope defined at time request is made for 
dependent tokens
– Use of [scope name] to indicate dynamic dependency
– User will be prompted for consent prior to issuing token

• For example:
– urn:globus:auth:scope:printservice.org:print[urn:globus:auth:sco

pe:document1.documentservice.org/read]



Optional scopes & incremental consent
• Specification of scopes that the user may optionally 

consent to
– Use of *scope_name to indicate that the scope is optional
– Also supported for dependent scopes

• Incremental consent to new scopes
– Usability improvement to allow users to see only the scopes that 

need consent

• Supports building applications
– With core functionality, and optional functionality with perhaps 

degraded capability
– Request least privilege and add as needed
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FQDN based scopes

• Resource server can request a FQDN based scope 
string
– Register FQDN with Auth
– DNS TXT record must have registered client id
– Once validated, scope has FQDN in the string 

“https://auth.globus.org/scopes/<FQDN>/<scope name>”

• Supports construction of scope string 
– Dynamic dependency use case
– E.g. HTTPS server
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Walkthrough of features in use
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Globus Connect as Resource Server
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Application with optional scope/incremental consent
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Start with required scopes
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Application with optional scope/incremental consent

User selects 
resources/capabilities 
to access
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Application with optional scope/incremental consent

Consents and 
authentication policy 
for the scope
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Application with optional scope/incremental consent

Tokens with required 
scope returned, and 
resource can be 
accessed
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Application with optional scope/incremental consent

Access HTTPS 
server, which is a 
separate resource 
server
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Consents and 
authentication policy 
for the scope

Application with optional scope/incremental consent



Optional scopes and consent management
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Usability considerations
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Granularity of scopes

Groups

Get Groups

Web application

Transfer

Transfer  data

Auth

Get 
authentication 

context

What set of scopes 

should the web 

application get, 

and remember?

Transfer 
files 



Consents

Login to 
application



Consents with dependent services

This is a dependency 

tree – how best do we 

explain this to the user? 



Upcoming work

• MFA attribute and policy for data access
• UI enhancements for consent management
• API for app registration and management 
• NIH Researcher Auth Service collaboration & 

integration
• …
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Summary 

Applied token based authentication to broader range of 
services, and new features in Globus Auth to support

dynamic resource access
multiple levels of assurance
application built with least privilege model
usability concerns
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Resources

• Globus : globus.org
• Globus documentation: docs.globus.org
• Globus Helpdesk : support@globus.org
• Globus Auth API : docs.globus.org/api/auth


