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P7 is a high-fidelity 100G traffic network
emulation, including various link
characteristics such as latency, jitter,
packet loss, and bandwidth, as well as the
option to customize network topologies.

Everything
implemented in a
single P4 switch




Link characteristics and P4/TNA
implementation approaches

Link Connectivity

Jumper cabling with internal Tag
Intern Recirculation + internal Tag

Latency [ms]

Internal timer + recirculation
TM + Pipelines recirculation

Jitter [ms]

Hash to determine recirculation times
Lookup table with mathematical functions

This are the
available link
metrics and
how were
implemented

Packet loss [%]

Random function to determine the probability to discard
packets

Realistic packet loss model

Bandwidth

Rate limit TNA TM feature
Port configuration and shaping
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P7 multiple pipelines approach

H1 e 1 M H2
: n Ingress 4 N 4 \
HEE (o) Main paCket Rec é s222s
. ) pipe v | 4 pipe (@) Port :
P7 : PO C L ouT
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Port P]. ) 7
: n Ingress | & A Egress n P1
Loopback packet Rec
&b, 81 pipe | W Traffic | ™ pipe ucjw Port
Port —_ Manager :
Original packet + P7 header
We propose a solution where a dedicated
pipe runs the P7 P4 code, and a separate We send the packet in the P7 pipe (PO0)
Y pipe runs the user-defined P4 code to the pipe where the user-defined P4
—~ code is running (P1) using recirculation e




P7 Architecture & User workflow
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P7 Architecture & User workflow

: -P; %o;oo-lo-g)-/ I
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-| UserP4 |: Running
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"" i i I RT
Parse User Mod User '»
P4 Code P4 code _» :
User P4 Codel[] =« =+ + Tt jp |
LR R e ey . ' bf-SDE
. | | P7 : Run Switch | -
dijkstra | | P4 code 2 Pipelines
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: . bfrt
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P7 processes the data and generates the
necessary files:

e P7P4code

e User P4 code

e Tables information

e Ports configuration




P7 Architecture & User workflow
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P7 Architecture & User workflow

| P7 Topolog - ImpUE
: opology |:
definition Support
Generated
Compile
code input SDE
"" * I RT
Parse User Mod User
P4 Code P4 code | iig| PAcodes |
User P4 Code | R bESDE Finally, the user can run the switch with
N | o 3 both P4 codes and send the tables and
. P7 . | Run Switch . .
dijkstra "] pacoe L E| 2 Pipelines ports configuration using the bfrt.
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N M I bfrt
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P4 + P7 @ Open RAN Brasil O
G

virtual-upf.p4 PFCP

tables, not optimized m 4 a =

for any HW target

plinfod P4Runtime
(vimodel) pdc

(front-end only)

Trellis Control Apps

One-Big-UPF abstraction Routing, ECMP, MPLS, etc.

Translates P4Runtime entries TTEEEm—
from virtual-upf.p4 to fabric.p4. St Ui R A AIEL
Programs all leaf switches to realize

distributed data path. P4Runtime & gNMI

fabric.p4

@
Optimized for Tofino. a - Spine pliie
Defines tables for UPF, m - m ' "
routing, ECMP, MPLS,

1
N ete (TNA) P4C -tofino toﬂno bln 7 : :
A R e 0 UPF
https://github.com/omec-project/up4 ’ data path
/
A Vs
b We can leverage P7 to emulate UPF ’
- -

- functionalities and link characteristicsin
different scenarios




P4 + P7 @ Open RAN Brasil ~ RAN

SWITCH DE GERENCIAMENTO (TOR)

Physical Testbed architectural options

Bump-in-the-wire P7 emulation
Allocate one physical Tofino switch
into the topology

Shared Tofino
1 pipe for P7
1 pipe for UPF

Further considerations

INT support

Barefoot Runtime dynamic
configuration of tables and ports
100G workloads
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Network topology

ttl = ttl + X,

P4 code that contains different
H3

168.0. £t = ttl + Xou3 192.168.0.7 mathematical operations that are applied
19216805 to the IP field tl. @
ttl = ttl + X@) p ttl = ttl + x i~
swl \\@//, \\@/) swa
2 .~
tth=c—p(11101—0] (osvi=0) P ttl=c+ 3 (x) ——
(1) H1 H4 (4]

192.168.0.1 192.168.0.3



Network topology

ttl = ttl + X,

192.168.0.5

L -@ These operations are defined by a P4 table

S H3 . . .
£t = ttl + Xou3 192.168.0.7 that contains the operation and its value.

’ £l = ttl + Xeus -

R

ttl = ttl + Xgp

R

2 -
2 &
ttl = c—pp11001=0] 'nnn—ol—}ttl=c+2(xswi)
(1) H1 H4 (4]
192.168.0.1 192.168.0.3

# add table entry swl

topo. ('swl', 'SwitchIngress.calculate')

topo. ('SwitchIngress.operation add')

topo. ('dst addr', 'IPAddress(\'192.168.0.1\"')")

topo. ('value','5")
topo. ()




Network topology

ttl = ttl + X,

H2 P

The P4 code will perform a specific

(] = ttl + Xos | H3 operation based on the destination IP of

192.168.0.5 192.168.0.7 N N .
the packet and the information filled in a
table for each switch. @
ttl = ttl + x -ttl=ttl+x >/
swl \\///, ‘\\@///J sw4 .. B
2
ttl = c—pp11001=0] |unn—o|—}ttl=c+2(xswi) -~
(1] H1 H4 (4]
192.168.0.1 192.168.0.3

# add table entry swl

topo. ('swl', 'SwitchIngress.calculate')

topo. ('SwitchIngress.operation add')

topo. ('dst addr', 'IPAddress(\'192.168.0.1\"')")

topo. ('value','5")
topo. ()




efnecos/Tabricio 3822 J1  (00L@Necos-5Y5-50180-F N1, /home/necos/Tabricio 35x19

w root@bln-switch /home/sdmin2/bfsde-5.9.0 64221 'L-v root@weihennetfpga: /home/sunnet/fabricio 321 |8
root@bfn-switch: /home/adnin12/bf-sde-9.9.6# root@weihen-netfpga: /home/sunnet/fab root@necos-SYS-5018D-FN8T: /home/nec
riciof [ s/fabricio# |
Compile and run H1 Ha
5] TOOLBbInSwLeh: /oMy adminT2/bl3e5.9.0 101522 ] - frodriguez@binswitch ~/Projects/p7-pipe 121321
root@bfn-switch: /hone/admin12/bf-sde-9.9.0% frodrigue 1-switch:~/Projects/p7-pipe$
BFRT P7
Calculator p4 Operation "+" Value SwW2 SW3
; | swi sw2 | sw3 swa | - ) ~<z Topology
H 192.168.0.1|h1 5 6/ 7 8
‘g 192.168.0.5|h2 15 16| 17 18
2 192.168.0.7 |h3 20 21 22 23
& [192.168.0.3]h4 10 1n 12 13

InValue hostl host2 Result
| v h4 ~ 47 =1+10+11+12+13

Demo running P7 with the calculator P4 code

https://drive.qgooagle.com/file/d/1EYjpcuwoSquL9yO2cnlilYH7vW-mRFMQ/view?usp=share link a



https://docs.google.com/file/d/1EYjpcuwoSguL9yO2cnliIYH7vW-mRFMQ/preview
https://drive.google.com/file/d/1EYjpcuwoSguL9yO2cnliIYH7vW-mRFMQ/view?usp=share_link

P7 repository

Available on:

https://github.com/intrig-unicamp

[p7 @
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https://github.com/intrig-unicamp/p7

Future of P7

® Address scalability challenges
o Topology Size
o Buffers consumption
e New features
o In-band Network Telemetry (INT)
o Dynamic link behaviors
o Trace base link characteristics
e Embed into disaggregated network testbed initiatives
o e.g Open RAN Brasil

o Facilitate reproducible experiments based on use case scenarios (e.g.
congestion, heavy-hittters, DDoS, bufferbloat, slicing, etc.)
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Required IT infrastructure

Laptop (provided by us)

Remote P4 Tofino hardware switch (provided by us)
4x Remote Servers (provided by us)

Power.

Internet connectivity.

1x Monitor.




During the demo

We will present different use cases to attendees, including topologies
with link metrics and custom P4 codes.

We will run P7 remotely in physical Tofino Hardware connected with
different physical servers.

We will present the calculator use case with different configurations of
operations and values.



During the demo

We will show the calculator use case with various operation values and
different source and destination hosts. Also, the results can be
confirmed by a local script (link below) that calculates the operations
accordingly to the topology and table information.

https://docs.soogle.com/spreadsheets/d/1C3yPnvxPETIxFhxvbey-Ho8
AhBPjeWPYsiKpb5twTgY/edit?usp=sharing



https://docs.google.com/spreadsheets/d/1C3yPnvxPETJxFhxvbey-Ho8AhBPjeWPYsiKpb5twTgY/edit?usp=sharing
https://docs.google.com/spreadsheets/d/1C3yPnvxPETJxFhxvbey-Ho8AhBPjeWPYsiKpb5twTgY/edit?usp=sharing

During the demo

Attendees will be asked to define their topologies with different link
metrics (e.g., latency, jitter, packet loss, background traffic, bandwidth)
and a custom P4 code.

They can validate the defined topology and see P7 in action, including
the auto-generation of files and the complete environment running.



During the demo

Real-time visualization of network traffic will contribute to validating
on-the-fly performance of the link metric and the emulation
capabilities.

We will run traffic generators in different serves to validate the link
metrics. In addition, the servers can send custom traffic to test
user-defined P4 codes.



Link characteristics

H1 ._.[ P4 }«— H2

H1 H2

H1 H2
swl

swl

Different types of topologies and how are
represented in the emulation

1
74

Physical Topology

Emulated Topology Direct link

Emulated Topology

sw3

g)
0

Device in the middle

Emulated Topology

Various devices in the middle



Link characteristics

H1

—1

P4 J—ro H2 Physical Topology

It is also possible to set an specific vlan to
not pass over the P7 processing

1
74

Direct link

H1 H2 Emulated Topology
H1 H2 Emulated Topology
swl
P7 vlan
H1 H2
T swl sw2 sw3 T
other vlans

no P7 processing

K
!

g)
0

Device in the middle

Emulated Topology

Various devices in the middle



Direct link

from src.data impc

topo =

10, 2
20, 28, 10000 False

0, 1000¢ 900, “Fal

,‘.W AN

P7 vlan

The user can define physical
servers and define where are
connected in the Tofino




Direct link

from src.data impc

topo =

1

00000000000

0,

The user can define the
characteristics of each emulated
link




Device in the middle

src.data impor

topo =

h2

1k(nodel,

hl

CQC igura
,19, 20, 100000000000,
, 20, 28, 100000000000,

bw. pkt

', 100000 8, 8 5)
0,

100000000000,

1920)

The user can define physical
servers and define where are
connected in the Tofino




Custom P4 code

# Recirculation port default 68
topo. (196)
topo. (68)

# addswitch(name)

topo. Mswl")

topo. ("swz")

topo. ("sw3")

topo. ("ewAt)

topo. (“pdsrc/p7calc.pd")

# addhost(name,port,D P,speed bps,AU,FEC,vlan)

# include the link configuration

topo. ("h1","2/0", 136, 10000000000, "False", "False", 1920, "192.168.0.1
topo. ("h2","1/0", 128, 10000000000, "False", "False", 1920, "192.168.0.7
topo. ("h3","2/1", 137, 10000000000, "False", "False", 1920, "192.168.0.5
topo. (Eha i 1y/2 3010000000000 Eallse W Eall se M i1.920 19281685 0% 3

1

)
)
)
)

1

# addlink(nodel, node2, bw, pkt loss, latency, jitter, percentage)
# bw is considered just for the first defined link

topo. ("h1","swl", 10000000000, 0, 0, 0, 100)

topo. ("h2","sw2", 10000000000, 0, 0, 0, 100)

topo. ("h3","sw3", 10000000000, 0, 0, 0, 100)

topo. ("h4","swd", 10000000000, 0, 0, 0, 100)

topo. ("swl","sw2", 10000000000, 0, 0, 0, 100)

topo. ("sw2","sw3", 10000000000, 60, 0, 0, 100)

topo. ("sw3","swd", 10000000000, 60, 0, 0, 100)

The user defines the number
of switches and the custom
P4 code




P4 table information

# add table entry swl

topo.
topo.
topo.
topo.
topo.

topo.
topo.
topo.
topo.
topo.

topo.
topo.
topo.
topo.
topo.

topo.
topo.
topo.
topo.
topo.

('swl', 'SwitchIngress.calculate')

('SwitchIngress.operation add"')

('dst addr', 'IPAddress(\'192.168.0.1\"')")
>('value','5")

()

('swl', 'SwitchIngress.calculate') match action
("SwitchIngress.operation add')
('dst _addr','IPAddress(\'192.168.0.3\")") + table keys
('value','10")
0 action value

('swl', 'SwitchIngress.calculate')
('SwitchIngress.operation add"')

('dst_addr', 'IPAddress(\'192.168.0.5\')")
('value','15") The user defines the table

() information for each
emulated switch

('swl', 'SwitchIngress.calculate')

('SwitchIngress.operation add')
('dst addr', 'IPAddress(\'192.168.0.7\"')")
('value','20")

()



Network topology
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H1

P7 network topology taxonomy
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